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Abstrac t  

He and Dawson proposed a multi-stage secret sharing scheme based on one-way 
function. In that scheme, many secrets are reconstructed stage-by-stage in the dealer's 
predetermined order, and only one secret shadow is kept by every participant. When 
all the secrets have been reconstructed, the dealer needs not redistribute fresh shadows 
to every participant. Later, Ham further improved the He-Dawson scheme to reduce 
the total number of public values. However, in this paper, we will show that both the 
He-Dawson scheme and Harn's scheme are one-time-use schemes and that many secrets 
cannot in fact be reconstructed stage-by-stage. At the same time, we shall also modify 
the He-Dawson scheme to improve the drawbacks above and show the improved scheme 
can be applied. 
Keywords: Cryptography, Multi-stage, One-way function, Secret sharing, Threshold 
scheme. 

I In troduct ion  

In 1979, Shamir [20] and Backely [1] firstly proposed the (t, n) threshold secret sharing 
schemes which are separately based on the Lagrange interpolating polynomial and linear 
projective geometry. In a (t, n) threshold secret sharing scheme, the trusted dealer (secret 
holder) delivers the distinct secret values (called shares or shadows) to n participants. At 
least t or more participant can pool their shares and reconstruct the secret, but only t - 1 
or fewer shares cannot. Based on those properties, secret sharing is an important part of 
modern cryptography [4, 5, 13] (e.g., signing corporate cheques, opening bank vaults). 

According to [16], when some particular secrets have been reconstructed, if it is required 
that the dealer redistribute fresh shares to every participant, then the scheme is called a 
one-time-use scheme. On the other hand, in case that every participant only needs to keep 
one share, then the scheme is called a multi-use scheme. As we all know, to redistribute 
shares is a very punctilious and costly process. For this reason, the property of multi-use is 
necessary in the secret sharing schemes. 

In 1994, He and Dawson [10] proposed a multi-stage secret sharing scheme to share mul- 
tiple secrets based on one-way function. They used the public shift technique to obtain 
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the true shares and the successive applications of a one-way function to make the secret- 
s reconstructed stage-by-stage in special order. Later, Harn [7] proposed an alternative 
scheme which has fewer public values than the He-Dawson scheme. They claimed that their 
schemes belongs to multi-use schemes. 

On the other hand, the dynamic multi-secret sharing scheme were proposed [2, 9, 11, 
21]. In a dynamic multi-secret sharing scheme, the dealer has the ability to publish some 
information about what secret she/he wants to share, and then at least t participants 
can use the information to reconstruct the secret. Obviously, if the dealer publishes these 
information in a special order, the dynamic multi-secret sharing schemes can easily be 
extended to the multi-stage secret sharing schemes. However, the different is that the 
dealer should participate in the reconstruction of each secret in the dynamic multi-secret 
sharing schemes. 

In 1995, Ham [8] proposed another threshold multi-secret sharing scheme based on the 
Lagrange interpolating polynomial and the digital-signature algorithm proposed by NIST 
[12, 14, 17]. In 2000, Chien et al. [6] proposed a multi-secret sharing scheme based on the 
systematic block codes; at the same time, in their paper, they proved the Harn's scheme 
[8] is not appropriate for general multi-secret sharing applications but also showed several 
of its merits: (1) It allows parallel secret reconstruction; (2) The dealer can dynamically 
determine the number of distributed secrets; (3) To construct the generator matrix is easy 
and efficient; (4) It is a multi-use scheme; and (5) The computation is efficient. Compared 
with some pervious schemes [7, 10, 11], Chien et al.'s scheme has fewer public values. 

However, in 2003, Yang et al. [23] pointed out that Chien et al.'s scheme belongs to 
a different type. No matter how the secrets are reconstructed stage-by-stage in predeter- 
mined order (multi-stage secret sharing), reconstructed according to the dealer's public 
information (dynamic multi-secret sharing), or reconstructed simultaneously (multi-secret 
sharing), various secret schemes have different approaches. Yang et al. further proposed a 
new multi-secret scheme that has fewer public values and less storage demand as well as 
shorter computing time than Chien et al.'s scheme. 

In this article, we shall show that the He-Dawson scheme and Ham's scheme are one- 
time-use schemes and that many secrets cannot be reconstructed stage-by-stage. At the 
same time, we shall also modify with the He-Dawson scheme to improve the weaknesses. 

The remainder of this paper is organized as follows. In Section 2, we shall briefly review 
the He-Dawson scheme and Ham's scheme. In Section 3, we shall show both the He-Dawson 
scheme and Harn's scheme are one-time-use schemes, and neither can reconstruct the secrets 
stage-by-stage. In Section 4, we shall propose a new multi-stage secret sharing by modifying 
the He-Dawson scheme. In Section 5, we discuss what goals our scheme can achieve and 
give a example of how our new multi-stage secret sharing scheme can be applied. Finally, 
we shall draw our conclusions in Section 6. 

II Review of Multistage Secret Sharing Schemes 

In Shamir's secret sharing scheme, the trusted dealer chooses a l , a 2 , ' . . , a t - 1  from Zp at 
random and forms the polynomial P ( x )  = s + a lx  + a2 x2 + . . . - b  at-1 xt-1. Let s = P(0) be 
the secret to be shared and Xl ,X2 , . . . ,  Xn be n distinct numbers which are publicly known 
to everyone. Then the dealer delivers secret shares yi = P(x i )  (for i = 1, 2 , . . . ,  n) to every 
participant over a secret channel. At least t participants are enough to use the Lagrange 
interpolating polynomial to recover the secret. With the knowledge of the set of t points 
(xi, yi), the t - 1 degree polynomial P(x )  can be uniquely determined as 

t t x - xj 

i = 1  j=l, j¢i  
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Since s = P(0),  the shared secret can be expressed as 

t t 

s = P ( O ) = ~ y i  I I  O : x j .  
i = 1  j = l , j ~ i  X i  - -  X j  

With knowing only t - 1 or fewer shares provides no information about  s whatsoever in 
the information-theoretic sense to an opponent  over knowing no piece. 

2.1 T h e  H e - D a w s o n  S c h e m e  

He and Dawson wanted the dealer to be able to control the secrets and make them recon- 
structed stage-by-stage in special order. They  would like their scheme to be a multi-use 
scheme. Their  scheme notations are defined as follows. Let f : Zp ~ Zp be any one-way 
function while fk(rn) denotes k successive applications of f to m; i.e., f ° (m)  = m, and 
f k (m)  = f ( f k - l ( m ) ) .  Assume the dealer wants to share k secrets si (for i = 1 , 2 , - . . ,  k) 
and at least t participants can disclose the secrets. Then,  the dealer chooses n distinct 
integers xi (for i = 1, 2 , . . .  ,n) as the participants '  public information and performs the 
following steps: 

1. Randomly choose Yl, Y 2 , ' " , Y n  as the shares. 

2. For i = 1, 2 , . . - ,  k execute the following steps: 

(a) Construct  a polynomial Pi(x) of degree (t - 1) and Pi(0) = si. 

(b) Compute  Z/j = P/(xj), for j = 1, 2 , . - . ,  n. 

(c) Compute  d/j = Zij - f i - l ( y j )  as the shift values and f i - l ( y j )  as the pseudo 
shares, for j = 1 ,2 , . . .  ,n.  

3. Deliver y/ to each part icipant secretly and publish all d/j, for i = 1 ,2 , . . .  ,k and 
j = 1 , 2 , . . . , n .  

At least t participants provide their pseudo shares in the special order: f k -1  (yj), f k-2 (yj), 
. . . ,  fO(yj) (for j = 1 , 2 , ' . .  , t) ,  to reconstruct  the polynomials Pi(x) for i = k , k  - 1 , . . . ,  1. 
Then each secret is reconstructed through the following formula (for i = k, k - 1 , . . . ,  1): 

t t 

s~ = Pi(O) = ~ ( f i - l ( y a )  + dia) IT  o - Xb. 
a = l  b=l ,b#a  Xa - -  Xb 

The secrets are reconstructed in the special order: sk, s k - 1 , ' " ,  sl. 

2.2 Harn's  Scheme  
In order to reduce public values, H a m  proposed an alternative scheme as the following steps: 

1. Randomly choose Y l , Y 2 , ' " , Y n  as the shares. 

2. For i = 1, 2 , . . . ,  k execute the following steps: 

(a) Compute  f i - l ( y j )  as the pseudo shares, for j = 1, 2 , . . . ,  n. 
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(b) Reconstruct an (n - 1)th degree Lagrange interpolation polynomial Pi(x) as 
follows: 

n 
X - -  X b 

P i ( x )  = E fi-l(ya) H X'-a ~- X--b" 
a=l b=l,b~a 

And Pi(0) = si is the secret to be shared. 

(c) Compute (n - t) values as /~(w)  for w = 1, 2 , . . - ,  (n - t). 

3. Deliver Yi to each participant secretly and publish all Pi(w) for i = 1, 2 , . . . ,  k and 
w = 1 , 2 , . . . , ( n -  t). 

At least t participants provide their pseudo shares in the special order: fk-1 (yj), fk-1 (yj), 
" ' ,  fO(yj) (for j = 1, 2 , . . . , t ) ,  to reconstruct the secrets. Then the secrets will be recon- 
structed in order as they are in the He-Dawson scheme. 

III The Weakness of He-Dawson's and Harn's Schemes 
In this section, we shall offer some brief descriptions as to the He-Dawson scheme and Harn's 
scheme, showing that  they are not multi-use schemes and that  the dealer cannot make the 
secrets reconstructed in some special order. 

To reconstruct the final secret st ,  at least t participants must provide their pseudo shares 
f°(yi) for i = 1 ,2 , . . .  ,t. Note that  f°(yi) = Yi. So, after reconstructing all the secrets, 
the dealer must deliver Yi to each participant over a secret channel. Thus, their schemes 
belongs the one-time-use schemes. 

When at least t participants provide their pseudo shares but not in the special order de- 
sired: fk-l(yj) ,  fk-2(yj ) , . . . ,  fO(yj) for j = 1, 2 , . . . ,  t, the secrets will not be reconstructed 
in that  special order. For example, when someone first provides her/his pseudo share f l (yt), 
the other participants can easily obtain her/his pseudo shares f2(yl), fa(yl ) , . . . ,  f k-1 (Yt). 
Then, only (t -- 1) participants can cooperate to reconstruct the secrets s2, s 3 , ' " ,  Sk-t, Sk. 
Thus, the dealer cannot control the order because it is decided by the t participants. In oth- 
er words, their schemes suffer from the conspire attack and cannot live up the requirements 
in some applications. 

Besides, in Ham's  scheme the dealer cannot arbitrarily determine the secrets because the 
dealer constructs the polynomials Pi(x) for i = 1, 2 , - . . ,  k after having the points (xj, ff(yj)) 
for j = 1, 2 , . - .  , n  and i = 0, 1 , . . - ,  (k - 1). If  the secrets are messages (natural language) 
which are used to be shared, the secrets have to be determined by the dealer. 

IV The Proposed Multi-stage Secret Sharing Scheme 

In order to achieve the goal of making the secrets reconstructed stage-by-stage and making 
the scheme a real multi-use scheme, the dealer will perform the following steps: 

1. Randomly choose Yl,Y2, '" ,Yn as the shares. 

2. Construct a polynomial P~(x) of degree (t - 1) and Pk(O) = sk. 

3. Compute Zkj = Pk(xj) for j = 1 ,2 , . . .  ,n ,  and then compute dkj = Zkj • f~(yj) for 
j = 1, 2 , . - . ,  n, where dkj stands for the shift values and .fk(yj) the pseudo shares. 

4. For i = k - 1, k - 2 , . . . ,  1, execute the following steps: 
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(a) Construct a polynomial Pi(x) of degree (t - 1) and Pi(0) = si. 
(b) Compute Zij = Pi(xj) for j = 1 , 2 , . - . , n .  

(c) Compute dij = Zij $ f i (yj)  @ Si+l for j = 1, 2 , . . . , n ,  where dij stands for the 
shift values and f i (yj)  as the pseudo shares. 

5. Deliver yi to each participant secretly and publish all dij for i = 1, 2 , . . - ,  k and 
j = 1 , 2 , . . . , n .  

In our scheme, at least t participants must first provide fk(yi) for i = 1 ,2 , . . .  , t  to 
reconstruct the secret Sk through the following formula: 

t t 

sk = p (0) = e dko) I I  0:- b (1) 
a = l  b----1,b•a Xa --  Xb" 

Then they have to provide their pseudo shares in the following special order: f k - l (y i ) ,  
f k-2(yi), " " ,  f l (Yi) for i = 1, 2 , - . . ,  t, to reconstruct the secrets via the following formula 
(for i = k -  1, k -  2 , . . . , 1 ) :  

t t 

= p (0) = ¢ e s +l) I ]  0_:X_b (2) 
a : l  b : l , b ¢ a  x a  -- xb" 

The secrets are reconstructed in the special order: SkL1, s k - 2 , ' " ,  Sl. Here, we have no 
confer to detect cheating and identify the cheater. There are already numerous works on 
this issue [3, 15, 18, 19, 22] and can easily employed in our scheme. On the other hand, we 
can also modify Harn's scheme by using the method of modifying the He-Dawson scheme to 
have the property of multi-use and multi-stage secret sharing scheme. However, the dealer 
cannot arbitrarily determine the values of secrets. 

V D i s c u s s i o n  

In this section, we shM1 prove that  our scheme is a real multi-use scheme and that  the secrets 
are reconstructed stage-by-stage, and we shall Mso analyze the security of our scheme. 

Multi-use Scheme: 
To reconstruct the finM secret sl ,  at least t participants must provide their pseudo 
shares f l (y i )  for i --- 1 ,2 , . . .  ,t .  Because f l (y i )  ~ Yi, the shares Yi (for i = 1 ,2 , . . .  ,t) 
still stay un-disclosed. To share the next secret, the dealer only needs to publish a 
new value r and uses it together with participants'  shares Yi (for i -- 1, 2 , . . . ,  n) to 
compute their k-th pseudo shares; i.e., fk(yi  ~ r). The dealer needs not deliver Yi (for 
i = 1, 2 , . . . ,  n) to every participant over a secret channel, which quMifies our scheme 
as a multi-use scheme. On the other hand, to share k secrets in our scheme, each 
participant only need to keep one secret share Yi. 

Multistage Feature: 
Since Sk can be solved by Equation (1), at least t participants must provide their 
pseudo shares fk(yi) (for i = 1 ,2 , - . - , t )  first. If they do not have sk first, they 
cannot obtain the next secret by Equation (2). For this reason, they must forward 
fk  (yi), f k -1  (Y i ) , ' " ,  f 1 (Yi) to reconstruct the secrets. So the secrets certainly need to 
be reconstructed in this special order: Sk, sk-1 , ' ' " ,  s2, Sl. 
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• Determine the value of secret: 
As the same Shamir's secret sharing scheme, the dealer randomly chooses the coef- 
ficients of polynomial and determine the value of secret in a constant term. For the 
same reason, the dealer can arbitrarily determines the values of secrets in our scheme. 

Obviously, our scheme is based on the Lagrange interpolating polynomial. At least t or 
more participants can pool their secret shares and easily reconstruct the secret, but only 
t - 1 or fewer secret shares will not be enough. Knowing only t - 1 or fewer secret shares 
provides no more information about the secret to an opponent than knowing no pieces. In 
the following, several possible attacks will be raised and fought against to demonstrate the 
security of our scheme. 
Attack 1: A participant Ui tries to reveal other participants' shares yj, where 1 < j < n 
and j ~ i. 
Analysis of Attack 1: When the last secret has been reconstructed, every participant knows 
others' shares f(yj) by pooling or computing P(xj). However, no one can obtain the true 
share yj from f(yj)  under the protection of one-way function f .  
Attack 2: A participant Ui tries to reveal other participants' pseudo shares fk(yj). 
Analysis of Attack 2: The secrets are reconstructed as 8k, Sk-1,' '", S2, Sl. To reconstructed 
the secret sk, t participants should pool their pseudo shares fk(yj). However, no one can 
via fk(yj) to obtain the participant's other pseudo shares fl(yj) (l < k). It is protected 
under the one-way function f .  
Attack 3: t participants try to disintegrate the order by the dealer's determination to 
reconstruct the secrets. 
Analysis of Attack 3: From the Equation (2), to reconstruct the secret si, they should 
reconstruct the secret si+l firstly. Thus, the conspire attack cannot work in our scheme. 

In the following, let's discuss in what real-life situations our multi-stage secret sharing 
can be used. For example, there may be a security system of bank's confidential database 
where one must pass thru k checkpoints before the database can be accessed. To distribute 
the power of a single authority and the security policy, the checkpoints must be opened and 
passed in sequence by at least t participants together. If the number of paritipants is less 
than t or the checkpoints (secrets) do not follow the proper order, it wiU harm the security 
of the system. Form the above discussions of our scheme, the secrets are reconstruct by the 
dealer's predetermined order. It is more practical in reai-world applications. 

VI Conclus ions  
In this article, we have presented that both the He-Dawson scheme and Harn's scheme are 
one-time-use schemes and that many secrets cannot be reconstructed stage-by-stage. We 
have also proposed an improvement of the He-Dawson scheme which is based on the public 
shift technique and the successive applications of a one-way function. Moreover, the sample 
example was presented. 
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