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Biography

Kuo-Hui Yeh (SM'16) is a full Professor with the department of Information Management, National Dong
Hwa University, Hualien, Taiwan. He received M.S. and Ph.D. degrees in Information Management from
the National Taiwan University of Science and Technology, Taipei, Taiwan, in 2005 and 2010, respectively.
Dr. Yeh has authored over 140 articles in refereed journals and conferences. His research interests include
IoT security, Blockchain, mobile security, NFC/RFID security, authentication, digital signature, data
privacy and network security. Dr. Yeh is currently an Associate/Academic Editor of Journal of
Information Security and Applications (JISA), Human-centric Computing and Information Sciences
(HCIS), Symmetry, Journal of Internet Technology (JIT), Security and Communication Networks (SCN),
Mobile Information Systems (MISY), and Frontiers in Communications and Networks - Security, Privacy
and Authentication, and an Editorial Board Member of CMC-Computers, Materials & Continua, the
Journal of Surveillance, Security and Safety (JSSS), Foundations, Research Reports on Computer Science.
In addition, he had served as an Associate Editor for IEEE Access and Data in Brief and a Guest Editor
for Future Generation Computer Systems (FGCS), Cloud Computing, IEEE Access, Annals of
Telecommunications, CMC-Computers, Materials & Continua, Mathematical Biosciences and
Engineering (MBE), and the International Journal of Information Security (IJIS), JIT, Sensors and
Cryptography. Moreover, Dr. Yeh has served as a TPC member for 50 international
conferences/workshops on information security. He is a Senior Member of the IEEE and a Member of the
(ISC)2, ISA, ISACA, CAA, CCISA, as well as holds CISSP, CISM, Security+, ISO 27001/27701 LA, IEC
62443-2-1 LA and ISA/IEC 62443 Cybersecurity Expert (Fundamentals Specialist/Risk Assessment
Specialist/Design Specialist/Maintenance Specialist).

Research Interests

® IoT Security, Blockchain, Mobile Security, NFC/RFID security, Authentication, Data Privacy, Cryptology
Education
® PhD, Information Management, National Taiwan University of Science and Technology, Taiwan (2005/9—
2010/6)
>  Research field: NFC/RFID Security, Wireless Network Security
> Doctoral Dissertation: On the Design of Authentication Mechanisms for RFID Systems
® M.S, Information Management, National Taiwan University of Science and Technology, Taiwan (2003/9-

2005/6)
>  Research field: Fault Tolerance, Routing/Broadcasting, Interconnect Network
>  Master Thesis: Fault-Tolerant Broadcasting Algorithm for Wormhole-Routed 2D Torus Networks

Professional Certificate

CISSP, (ISC)2 Member ID: 864614, Date of Certification: 1 April 2021, CISSP Certified: 2021 — present
CISM, Certification Number: 2157905, Date of Certification: 25 February 2021, CISM Certified: 2021 —
present.

CompTIA Security+, Candidate ID: COMP001020467805, Certification Date: 30 January 2021, CompTIA
Security+ Certified: 2021 — present

ISO/IEC 27001:2022 LA, Certification Number: TCIC-C-TW-230317-016, Date of Issue: 29 March 2023
ISO/IEC 27001:2013 LA, Certification Number: TCIC-C-TW-201108-010, Date of Issue: 17 November 2020
ISO/IEC 27701:2019 LA, Certification Number: TCIC-C-TW-201129-010, Date of Issue: 4 December 2020



Security+, Candidate ID: COMP001020467805, Certification Date: 13 September 2012 (Expired at 13
September 2015)

IEC 62443-2-1 LA, Certification Number: TCIC-C-TW-210822-007, Date of Issue: 1 November 2021
ISA/IEC 62443 Cybersecurity Fundamentals Specialist, Date of Issue: 29 April 2022

ISA/IEC 62443 Cybersecurity Risk Assessment Specialist, Date of Issue: 19 May 2022

ISA/IEC 62443 Cybersecurity Design Specialist, Date of Issue: 3 August 2023

ISA/IEC 62443 Cybersecurity Maintenance Specialist, Date of Issue: 25 July 2023

CMMC Foundation, Certification Number: TCIC-C-TW-230630-008, Date of Issue: 12 July 2023

Work Experiences

Associate Dean (BIZ{F3), Office of Academic Affairs (#F55Z), National Dong Hwa University, Hualien

Taiwan. (2021.08.01 — present)

Joint Appointment Professor, Department of Computer Science and Engineering, National Sun Yat-sen

University, Kaohsiung, Taiwan. (2019.02.01 — present)

MEZABNIX*ERESE - JIEERRIIDETEDLD, I EERHBERRIZETERZES
(2022.01.01 - 2024.12.31)

HEL 111 E 112 EJE%?FEE’A%%EE%&FEM%EH FABHEISBRERAETE, BRERE (2023.05.12)
R ERERS, ERNBERFREERMEEEEES (2021.07.01 - 2023.06.30)

Information Security Consultant (& ﬂ,yéﬁ,ﬁf‘ﬂ) Library & Information Center (BEZE &M+ 1),

National Dong Hwa University, Hualien, (2020.11.24 - present)

Member Representative, IEEE Taipei Section (2018.10.18 — present)

Director (¥£55), Chinese Cryptology and Information Security Association (CCISA; FERFHENLZEE

) (2018.05 — 2021.08)

Director (F1F), Industrial Innovation-Incubation Center (BIFF&H+L)), National Dong Hwa University,

Hualien Taiwan. (2019.07.01 — 2020.12.31)

Full Professor (Tenure Track Position), Department of Information Management, National Dong Hwa

University, Hualien Taiwan. (2018.08.01 — present)

Visiting Professor, the University of Aizu, Japan (2018.07 —2018.09)

Adjunct Associate Professor, Department of Information Management, National Taiwan University of

Science and Technology, Taiwan. (2018.02.01 — 2018.07.31)

Associate Professor (Tenure Track Position), Department of Information Management, National Dong

Hwa University, Taiwan. (2015.02.01 —2018.07.31)

Assistant Professor, Department of Information Management, National Dong Hwa University, Taiwan.
(Period: 2012.02.01 — 2015.01.31)

Assistant Professor, Department of Information Management, Chinese Culture University, Taiwan.
(Period: 2011.08.01 — 2012.01.31)

Junior Commissioned Officer, Battalion 625, Air Force, Ministry of National Defense, Taiwan. Period:

2010.08 to 2011.06, Duty: Physical and Information Security Management of the Battalion 625 in Air Force
(around 40-50 Soldiers)

Research Fellow, School of Information Systems, Singapore Management University, Singapore. (2009.11

-2010.04)

Visiting Scholar, Department of Computer Science, University of California, Berkeley, USA. (2006.10 —

2006.12)



Project Leading
National Science and Technology Council/Ministry of Science and Technology (B} E/FlH758)

>

Principal Investigator, Cross-blockchain-enabled IoT Trust Framework (FEEiEGE ~ VIB AR SITEEE)
(1/3)(2/3)(3/3), National Science and Technology Council (EF}&), Taiwan. (2022.08.01 - 2025.7.31,
NT 2,303,000)

Principal Investigator, Increasing Taiwan Information Security Society's Influence on International
Academic Activities (I2F+ & & & L1 Bf Z Bl BX 82 £ 17 (1/3)(2/3)(3/3)), National Science and
Technology Council (R} E/FlH758), Taiwan. (2021.01.01 — 2024.03.31, NT 523,500)

Co-principal Investigator, Resilience and Sustainability for Intelligent Zero Trust Architecture (E&]
MEATT I E M 2 B B F(EE28#8), National Science and Technology Council (B} &), Taiwan.
(2023/06/01 — 2024/05/31, 15,000,000)

Co-principal Investigator, Pervasive Al Services: Developing Intelligent Agents to Drive Digital
Transformations (E1E Al ARFS: BEERBS FHESEMCIEA) (1/2)(2/2), National Science and
Technology Council (BRI E/FH45%5B) , Taiwan. (2021.11.01 - 2023.10.31, NT 47,700,000)

Co-principal Investigator, Proactive Security and Privacy Enhancing Technologies Framework for
Smart Government (HEKFB®HZ I T EEFATERIRERMIELR) (1/2)(2/2), Ministry of
Science and Technology (FH5%58), Taiwan. (2021.05.01 —2023.04.30, NT 11,890,000)

Co-principal Investigator, Academia Industry Technology Alliance for Al and AloT in Eastern
Taiwan (REPA L L S EY B EAEEREEE, BRE0 Al+AloT BBE) (1/3)(2/3)(3/3), Ministry of Science
and Technology (BH%EE), Taiwan. (2022.02.01 - 2023.01.31, NT 6,050,000)

Co-principal Investigator, Intelligent Traditional Chinese Medicine Technology Union(ZE&HE%]
F7E#%58)(1/3), Ministry of Science and Technology (FH%ZEB), Taiwan. (2022.02.01 - 2023.01.31, NT
1,900,000)

Principal Investigator, A Sexism-oriented Sentiment Analysis and Intelligent Counseling System (14
AR ERBEED ITERE B AM), Ministry of Science and Technology (F#%#&B), Taiwan.
(2021.08.01 — 2022.07.31, NT 707,000)

Principal Investigator, Consensus Co-approving and Transaction Interoperability for Heterogeneous
Blockchains (EEBERIEHSIELRR - REEREZ BiEHHELZZE M), Ministry of Science
and Technology (BH%EB), Taiwan. (2020.08.01 - 2022.07.31, NT 1,629,000)

Co-principal Investigator, Cross-chain Identity Authentication and Access Authorization Mechanism
for Heterogeneous Blockchains (RERIEEHIGIEIRRT - RERIRIE IS5 5ER RFEURE
HH)), Ministry of Science and Technology (FH%EE), Taiwan. (2020.08.01 —2022.07.31, NT 3,256,000)
Principal Investigator, Increasing Taiwan Information Security Society's Influence on International
Academic Activities (IRRBEEBEREMNTEHEZFENEEERE), Ministry of Science and
Technology (EH%ER), Taiwan. (2019.11.01 - 2020.10.31, NT 170,000)

Co-principal Investigator, Developing Visual Cryptography on Smartphones for Authentication
Technology and Application (REEBRAES BT LIRS — KATEMA), Ministry of
Science and Technology (FH%73f), Taiwan. (2018.08.01 — 2019.07.31, NT 705,000)

Co-principal Investigator, loT-based End-to-End System Security Framework (LAYIB48Hc &M
ZinEin R AL EE5EHE)(1/3), Ministry of Science and Technology (FH%EE), Taiwan. (2017.06.01 —
2018.05.31, NT 6,500,000)

Principal Investigator, Secure Body Area Network on Mobile Gateway ({T&IfiEzS LT ABE
15 481%)(1/3)(2/3)(3/3), Ministry of Science and Technology (Fl35758), Taiwan. (2016.08.01 —2019.07.31,
NT 2,250,000)



Co-principal Investigator, IoT Trusted Architecture (10T AJ{SFEZRIBZ RETEEELF)(1/3)(2/3)(3/3),
Ministry of Science and Technology (FH%75B), Taiwan. (2016.08.01 — 2019.07.31, NT 4,775,000)
Co-principal Investigator, New Lightweight Cryptosystems for IoT based eHealth Environments (i
FARSLA ToT BEMZ ¢ WRBEIREZHIEEWERRSR) (1/3)(2/3)(3/3), Ministry of Science and
Technology (Fl#%5p), Taiwan. (2016.01.01 - 2018.12.31, NT 4,050,000, Taiwan-Japan Joint Research
Project)

Co-principal Investigator, A Real-time Public Sentiments Analysis and Information Integration
Platform for Disaster Prevention and Refugee Rescue based on Social Networks (ERtTEF4EER Z AP
RFEBEOITEEME S K KIEFS), Ministry of Science and Technology (#}#575B), Taiwan.
(2015.09.01 - 2016.08.31, NT 2,343,000)

Co-principal Investigator, Trusted App Framework (RI{S#89 App T2 FERITEZE)(1/3)(2/3)(3/3),
Ministry of Science and Technology (FH375B), Taiwan. (2014.08.01 - 2016.07.31, NT 5,083,000)
Principal Investigator, Privacy Risk Analysis and Protection for Mobile App ({7&) App ZFEFARE
oHTERRAEE)(1/2)(2/2), Ministry of Science and Technology (F3%58), Taiwan. (2014.08.01 —2016.07.31,
NT 1,221,000)

Principal Investigator, Data Sensitivity Analysis and Privacy Protection on Mobile App (78] App
BRRE S HTELEFARTFE), Ministry of Science and Technology (FH%&B), Taiwan. (2013.08.01 —
2014.07.31, NT 610,000)

Principal Investigator, On the Design of the Low-cost and High-efficiency Authentication Protocol
for RFID Systems (FEERARGISEIFERRIRIE T, REHMENEFESWENT 2B HREREZHAR)
(1/2)(2/2), Ministry of Science and Technology (Fl£7%B), Taiwan. (2011.09.01 - 2013.07.31, NT
1,039,000)

Co-principal Investigator, Intelligent Client Application Security Package for Cloud Services (BZE
ImRFE MRt Z & BRI EFLTE2E M), Ministry of Science and Technology (FH5%2E8), Taiwan.
(2012.05.01 — 2013.04.30, NT 2,521,000)

Ministry of Education (3{&=0)

>

Principal Investigator, Analysis of Students' Learning Outcomes on IEC 62443 Operation Technology
Security Standards (B24¥} IEC 62443 TInL2I1ZHE 2 BB LRI HT), Ministry of Education (B
&B), Taiwan. (2023.08.01 — 2024.7.31, NT 200,000)

Principal Investigator, The Analysis of Students’ Learning Outcomes on Privacy Information
Management for Blockchain Technologies (24 ¥ EIRSERFANEEEEFZB2E AL T,
Ministry of Education (&%), Taiwan. (2022.08.01 - 2023.7.31, NT 270,000)

Co-principal Investigator, RHZEIE, KEE: RBEEFEBAIFTETE (1/3)(2/3)(3/3), Ministry of
Education (3{8%F) , Taiwan. (2020.01.01 — 2022.12.31, NT 13,500,000)

Principal Investigator, A Study of Learning Outcomes Analysis of ISO 27701-based Course Materials
(B 150 27701 FBRAEMEERGRRRENES BB RRIIHT), Ministry of Education (&),
Taiwan. (2021.08.01 —2022.07.30, NT 240,000)

Principal Investigator, [109 ZEfE U-start [RiZkate=] < [EHEBHER] TFIEE—ERE, Ministry
of Education ({&%p) , Taiwan. (2019.11.29 - 2020.12.31, NT 680,000)

Principal Investigator, The influence analysis of WarGame-based teaching on information security
courses (WarGame BfFEBHENZEHBE ZFEDHT), Ministry of Education (B EPAERITEL
EBERARETE), Taiwan. (2019.08.01 —2020.07.31, NT 294,000)



®  Industry & Government (EESEEERUFER(T):

> Principal Investigator, 109 FEIGERIEMERRIEMBHETNERAIBHEBRRE MEEA
AMEEREEEARIEES(, Taiwan. (2020.01.01 — 2020.12.31, NT 1800,000)

>  Principal Investigator, 109 & SBTR #EE)H/NEEENA AR E = - REHI TR DT, ME
SEAT SR ATIAZNRR, Taiwan. (2020.01.01 — 2020.12.31, N'T 800,000)

>  Principal Investigator, 108 SFEH/NEE A BB ETE- L ERTIEZEAIEHIEINEE, EBESE
EHE IR/ INEEERR), Taiwan. (2019.01.01 —2019.12.31, NT 1000,000)

>  Principal Investigator, FR{EFRIGE SEKENERTRIEEFHENIGINRE-EflL ek, E2S
1512, IREEZERERAE], Taiwan. (2018.07.01 —2019.12.31, NT 300,000)

»  Co-principal Investigator, An Intelligent Service Platform for IoT 2.0 Applications (#JB4E 2.0 &HE
FERRFZFER), Foxlink (IEEAEEE L ERNDBPRAET]), Taiwan. (2016.11.01 - 2017.08.31, NT 1,985,000)

»  Co-principal Investigator, A User-Oriented IoT Service Architecture for Intelligent Sensor Devices
MRS RRARKEZERAETHURBFFEESR), Foxdink (IEFEELERNDBIRAT), Taiwan.
(2015.01.01 — 2015.08.31, NT 3,000,000)

»  Co-principal Investigator, The Research on the Next Generation of E-voice System in Taiwan (Zf,
EFELEEHRREE), PricewaterhouseCoopers (PwC; BT ¥EEBER N F)), Taiwan.
(2011.11.01 — 2013.11.30, NT 8,880,000)

»  Co-principal Investigator, Evaluation of Service Quality and Security Robustness on the Second
Generation NHI System (—fUE R IRFS N BB EEIR T2 2 5Fh), Ministry of Health and Welfare
(PRERS), Taiwan. (2012.05.17 — 2012.11.30, NT 1,900,000)

>  Principal Investigator, Wireless Network Security Guide (BFELZ/EEILBRE] < [EFEIRTS
2#155|] FEEETE), Research, Development and Evaluation Commission ({TEBiA#EE), Taiwan.
(2008.07 — 2009.03, NT 350,000)

Honor

®  EKEI 2%JERFRIEASR 2021-2023 (Single year & Career), 2020 (Single year)
o [E/REAS 111 BFERESHRE —FRE

® ENREKRR 110 RFERFLINES —FRE

° I_Lg/“ﬂﬁijt EBIEEE 109 FE FHRR

° UEERRAE ENEESR 109 FE HERK

° !.L%ﬂi% EHSME 109 2FE HBERHEDE

o [EVEREARS EESN 108 FE EEREIEHAIIMRIERATE

o [EREAS TSR 107 FE EERBEBAIMSRIERATE
o [EIVEREAS EEBN 105 2FE HEERHUAENE

o [S/REKRES EIFEMR 103 BFE HBERUATE

® 105 FRXEIEN RSB EGEERK

> RIS 1oT WJSHSMBZRGTRER(1/3). FRIETFERN: 1TIRESR LT E AEREETS
()

® 104 FREXEEN L EEBRINRERGEEXK

> HESTE TIEEM App R EBELE-App FEFIRFE ATERBI4ERE(2/2) FRIESETERTE 178 App

Z FRFARBRHTERRSEE (2/2)
® 103 FRXBIENR B MRERAEZEEERK

> RS TSN App REBRER-App BRRBUERILEEE(1/2) FRIE=FERM 178 App
Z FRFARBRHTERRSEE(1/2)



Honor on Student Supervision

USPACE 2023 % 6 JE HEHERIARKEEERAE, [BRAMEAE] BFE, BE FIDO ZEZFHERAIR
B, IEEEE, RELE - WIEE. KA. SE.

BB EE0REB LR REEIRRATHEL - ESG KEEERE(2022), HEHEIRZ MBIBAREEEENR
ARG, FEER, REEE - MEH.

5B 27 ERERIENERRFAIFERE - [EREAE—] £IFQ022), REEER [MHHEHaRs] - 188
Zhh, REEE - THE. B, BER EHRES. 2R -

% 26 EXERGENERRFAFRE - [EERAAE] $=1(2021), [EEXEAFERE] REAN
B, REEER [Anti A Car], EEEH, RELE - BHR. HBEE. ERE. BRE. WEZ%A.

ETHIEERRS, ER=FAERIAR(DTU)EL 2RSS (2019).

5 22 [EEBABRREENERRGRAIHRE - [ENSNERAE=] £(F2017), [BERBAHEE
el EEEM, GREE - iR, RETF. RTE. BMEEL RS,

BB KB IR IR (Wei-Yang Chiu) BEEFR R EBHEE MINE Bia= S{F4EMERK NCUEE, f5S IEEE Brain
Computer Interface Hackathon - 2016 (San Diego. California, USA) %8%& Honorable Mention Award

5 21 E2EAERIRENERRFAFHE [KEEENERFERE-BRARRERE] $—8(016),
[ERUEERZ O TERENESHIIETE] FEEM, GREE - fHh. BIRK. RTH.

FEtERR

RETEER 2014 IREFAE - (H(F(014), REEEREEGRAEZEER [NoMissing| i5EERD, RELE - B

2. BNEE - T8Il BFE. 7. 2%

% 18 EeBABRRENERRFGAFRE, EFREAFERE - 5-1(2013), GRKXEER [

REELE| EEER, aREE - BEE. BlE

5 18 EEEASRENERRFAFHE, EMRNERE - $-8(0013), RESERFE [HAT

K| IEEEE, RELE - TRE. RKE. HFR. BILIK. HXIE

%5 23 [EENZTELEE(2013), RIEBXIEZIEIE Scalable and Anonymous Authentication Scheme, FREE
EE-B

Professional Activities

Associate/Academic Editor,

>  Journal of Information Security and Applications (JISA), Impact Factor of 2022 = 5.6, Elsevier (8"
August 2018 - present)

»>  Human-centric Computing and Information Sciences (HCIS), Impact Factor of 2022 = 6.6, Springer

(234 August 2022 - present)

Symmetry, Impact Factor of 2022 =2.7, MDPI (4 Feb. 2021 - present)

Journal of Internet Technology (JIT), Impact Factor of 2022 = 1.6 (16" May 2018 - present)

Security and Communication Networks (SCN), Hindawi (24t July 2018 - present)

Mobile Information Systems (MISY), Hindawi (27t October 2021 - present)

Editorial Board Member, CMC-Computers, Materials & Continua, Impact Factor of 2022 = 3.1, Tech

Science Press (29t May, 2023 to 29* May, 2025)

Editorial Board Member, Foundations (6t May 2021 - present)

Editorial Board Member, Research Reports on Computer Science (28th Jan. 2022 - present)

V V V V V

Editorial Board Member, Journal of Surveillance, Security and Safety (30t June 2022 - present)

YV V V V

Junior Editorial Board Member, Journal of Surveillance, Security and Safety (23 Feb. 2021 - 29t June
2022)



Associate Editor, Frontiers in Communications and Networks - Security, Privacy and Authentication
(7t June 2020 - present)

»  Associate Editor, Frontiers in the Internet of Things - Security, Privacy and Authentication (2022 -
present)

>  Editorial Board Member, Networking Systems of Al (9 June 2021 - present)

»  Communications of the CCISA (2019 - present)

»  Data in Brief (DIB), Elsevier (18t June 2018 — 115t August 2020)

>  IEEE Access (6t April 2018 — 14t September 2021)

Guest Editor,

»  Special Issue: Emerging Technologies with Symmetry for Zero Trust, Symmetry (SCIE), Submissions
Deadline: 31 May 2024, https://www.mdpi.com/journal/symmetry/special issues/5T6]851502.

»  Special Issue: Exploring the Frontier of Zero-Trust Technologies: Overcoming Challenges and
Innovating Solutions, CMC-Computers, Materials & Continua (SCIE), Submission Deadline: 30 May
2024, https://www.techscience.com/cmc/special detail/zero-trust

> Special Issue: Emerging Technologies, Challenges and Solutions for Zero Trust, Frontiers in
Communications and Networks (Security, Privacy and Authentication) & Frontiers in the Internet of
Things (Security, Privacy and Authentication), Submission Deadline: 04 May 2024,
https://www.frontiersin.org/research-topics/60754/emerging-technologies-challenges-and-
solutions-for-zero-trust.

>  Special Issue: Asymmetry in Machine Learning, Symmetry (SCIE), August 2023,
https://www.mdpi.com/journal/symmetry/special issues/9QKM6MQ979.

>  Special Issue: Design and Analysis of Symmetric Encryption Modes of Operation, Symmetry (SCIE),
August 2023, https://www.mdpi.com/journal/symmetry/special issues/2G99QV10W3.

>  Special Issue: Swarm Intelligence Optimization: Algorithms and Applications, Entropy (SCIE),
December 2023.

>  Special Issue: Sustainable and Intelligent Plant Health Management in Asia (2022), Frontiers in Plant
Science (SCIE), July 2023.

>  Special Issue: Information Security Practice and Experience: Advances and Challenges, Computer
Modeling in Engineering and Sciences (SCIE), May 2023.

>  Special Issue on "Blockchain-Enabled Technology for IoT Security, Privacy and Trust," Symmetry
(SCIE), April 2023.

>  Special Issue: The 17th International Conference on Information Security Practice and Experience
(ISPEC 2022), Journal of Information Science and Engineering (SCIE), February 2023.

>  Special Issue "Deep Learning Technologies for BSG Mobile Networks: A Themed Issue in Honor of
Prof. Han-Chieh Chao," Symmetry (SCIE), December 2022.

>  Special Issue "Internet of Things in Healthcare and Health: Security and Privacy," Computer
Modeling in Engineering and Sciences (SCIE), June 2022.

>  Special Issue: Cryptography for Secure Blockchain, Journal of Internet Technology (SCIE), March
2022.

»  Special Collection on Data Security of Fog and Edge Computing-Based Social Internet of Vehicles,
International Journal of Distributed Sensor Networks (SCIE), February 2022.

»  Rising Stars in Security, Privacy, and Authentication 2022, Frontiers in Communications and
Networks - Security, Privacy and Authentication section, 2022

»  Special Issue on "Security Threats of Fog and Edge Computing Based Social Internet of Vehicles,"


https://www.mdpi.com/journal/symmetry/special_issues/5T6J851502
https://www.techscience.com/cmc/special_detail/zero-trust
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https://www.mdpi.com/journal/symmetry/special_issues/2G99QV10W3
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>

>

Mobile Information Systems (SCIE), September 2021.

Special Issue on “Blockchain for Edge-enabled Smart Cities Applications,” Journal of Information
Security and Applications (SCIE), June 2021.

Special Issue on “Trusted loT Ecosystem,” Sensors (SCIE), March 2021.

Special Issue on "Security, Trust and Privacy for Cloud, Fog and Internet of Things," Security and
Communication Networks (SCIE), February 2021.

Special Issue on "Smart Industrial Internet of Things: Opportunities by Linking Cloud, Edge, and
Blockchain Technologies," Computer Modeling in Engineering and Sciences (SCIE), January 2021.
Special Issue on "Security and Privacy in Smart Computing: Advances and Challenges," Cluster
Computing (SCIE), 2021

Special Issue on "Trust, Security and Privacy for FinTech," CMC-Computers, Materials & Continua
(SCIE), October 2020.

Special Issue on “Security and Privacy Techniques in IoT Environment,” Sensors (SCIE), April 2020
Special Issue on “Internet of Things Middleware Platforms and Sensing Infrastructure,” Sensors
(SCIE), September 2019.

Special Issue on “Security and Privacy in Smart Computing,” Mathematical Biosciences and
Engineering (SCIE), March 2019

Special Issue on “Security and Privacy for Cloud and IoT,” IEEE Access (SCIE), February 2019
Special Issue on “Security and Privacy of Blockchain Technologies,” International Journal of
Information Security (SCIE), 2018

Special Issue on “Fintech Security and Privacy,” Future Generation Computer Systems (SCIE), 2018
Special Issue on “Information Security Practice and Experience,” Cryptography, 2018

Special Issue on “Selected papers from the 2018 IEEE conference on Dependable and Secure
Computing (DSC 2018),” Journal of Internet Technology (SCIE), 2018

Special Issue on “International Conference on the Development and Application of Big Data and
Enterprise Resource Management, 2018 (ICBDERM),” Journal of Internet Technology (SCIE), 2018
Special Issue on “The 10th International Conference on Network and System Security (NSS 2016),”
Journal of Internet Technology (SCIE), 2016

Special Issue on Advanced Persistent Threat, Future Generation Computer Systems (SCIE), 2016

Keynote Speaker/Invited Talk,

>

>

Invited Talk, Title: Security Risk Assessment for OT-enabled Architectures, University of Electronic
Science and Technology of China, Chengdu China, 15 July, 2023.

Keynote Speaker, Title: Trusted IoT Framework, The 13t International Conference on Network and
System Security (NSS 2019), Sapporo, Japan, December 15-18, 2019.

Keynote Speaker, Title: Trusted IoT Framework, The 13t International Conference on Genetic and
Evolutionary Computing (ICGEC 2019), Qingdao, Shandong Province, China, November 1-3, 2019.
Keynote Speaker, Title: Trusted IoT Framework, The 3t International Conference on Smart Vehicular
Technology, Transportation, Communication and Applications (in conjunction with the 6% Euro-
China Conference, Arad, Romania, October 15-18, 2019.

Keynote Speaker, Title: Trusted IoT Framework, The 2019 4t International Conference on Cloud
Computing and Internet of Things (CCIOT 2019), Tokyo, Japan, September 20-22, 2019.

Invited Talk, Title: Trusted IoT Framework, University of Electronic Science and Technology of China,
Chengdu China, 23 May, 2019.

Invited Speaker, Title: Walk as Who I Am, A Transparent Authentication System with Plantar Bio-



features on Wearables-based IoT Networks, Symposium on Security Infrastructure for Big Data and
Applications to Medical and Living Safety Fields, Osaka, Japan, March 16-17, 2017.

Activities at Academic Conference/Workshop,

»  General Chair, The 17th International Conference on Information Security Practice and Experience
(ISPEC 2022), Taipei, Taiwan, 23 - 25 November, 2022.

»  Workshop/Speecial session chairs, The 4th International Conference on Science of Cyber Security
(SciSec 2022), Matsue city, Shimane, Japan, August, 10-12, 2022.

»  Publicity Chair & Steering Committee Member, The 2022 IEEE Conference on Dependable and
Secure Computing (DSC 2022), Edinburgh, UK, 22 - 24 June, 2022.

»  Program Chair, 2021 2nd International Artificial Intelligence and Blockchain Conference (AIBC 2021)
Macau, China, 24-26 February, 2021.

»  General Chair, The 2021 IEEE Conference on Dependable and Secure Computing (DSC 2021), Aizu-
Wakamatsu City, Fukushima, Japan, 30 Jan - 2 Feb, 2021.

»  Program Chair, International Computer Symposium (ICS 2020)-Cyber security December 17-19, 2020,
Tainan, Taiwan.

»>  Web Chair, The 15" ACM ASIA Conference on Computer and Communications Security (ACM
ASIACCS 2020), Taipei, Taiwan, October 5 - 9, 2020.

>  Sponsorship and Exhibits Chair, The 3¢ EAI International Conference on Security and Privacy in
New Computing Environments (SPNCE 2020), Lyngby, Denmark, June 8-9, 2020.

»  Program Chair, The 2019 4t International Conference on Cloud Computing and Internet of Things
(CCIOT 2019), Tokyo, Japan, September 20-22, 2019.

»  Program Chair, The 3 International Workshop on Secure Smart Society in Next Generation
Networking Paradigm (SECSOC 2019), Rotorua, New Zealand, Aug 5 - 8, 2019.

>  Publication Chair, 2018 IEEE Conference on Dependable and Secure Computing (DSC 2018),
Kaohsiung, Taiwan, Dec.10-13, 2018.

»  Program Chair, Cryptology and Information Security Conference 2018 (CISC 2018), Taipei, Taiwan,
May 24-25, 2018.

»  Program Chair, Workshop on Information and Communication Security Science and Engineering
(ICSSE), National Computer Symposium 2017 (NCS 2017), Hualien, Taiwan, Dec. 14-15, 2017.

> Publicity Co-Chair, Workshop on Security and Privacy in Cyber-Physical Systems 2017 (SPCPS 2017),
University of Exeter, UK, June. 21-23, 2017.

>  Executive Chair, 10th International Conference on Network and System Security (NSS 2016), Taipei,
Taiwan, Sep. 28-30, 2016.

»  Program Chair, 2014 Workshop on RFID Security (RFIDsec’14 Asia), Hualien, Taiwan, Nov. 27-28,
2014.

>  Organizing Committee, 2012 Workshop RFID and IoT Security (RFIDsec’12 Asia), Taipei, Taiwan,
Nov. 08-09, 2012.

Academic Membership

>  (ISC)?, Member ID: 864614, 2021 — present.

> IEEE Senior Member, Number 90306062, 2016 — present.

»  ISA Senior Member, Number 0034093328, 2021.08.28 — present.

>  ISACA Member, Number 1365089, 2021.01.17 — 2023.12.31

»  ACM Member, Number 9941558, 2020 — 2021.

> IEEE Member, Number 90306062, 2012 — 2016.
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»  IEICE Member, Number 1687638, 2016 — 2019.
Member, Computer Audit Association (CAA; PERBEBIFEZIHD), Taiwan, 2021 — 2023.
»  Member, The Chinese Cryptology and Information Security Association (CCISA; FEREENLE
229 Taiwan, 2012 - present.
»  Member, The Computer Society of the Republic Of China (CSROC; 1 REHEHIEAS), Taiwan, 2020
—2021.
>  Member, Institute of Information & Computing Machinery (IICM; HFEREHENED), Taiwan, 2020
—2021.
®  Program Committee,
> IPEC 2024, ICNSBT 2024, KES 2023, STM 2023, ISPEC 2023, Inscrypt 2023, IEEE COMNETSAT 2023,
DePIN 2023, DSPP 2023, EAI BDTA 2023, NSS 2023, IEEE MetaCom 2023, IWSEC 2023, ICICS 2023,
IEAAIE 2023, EAI SPNCE 2022, CAIS 2022, IEEE Blockchain 2022, ISPEC 2022, ProvSec 2022, SciSec
2022, IEEE CyberneticsCom 2022, SocialSec 2022, ICC’22 Workshop on E-health Security for Future
6G, ISPACS 2021, CyberSciTech 2021, IEEE Blockchain 2021, WOCC 2021, ISPEC 2021, NSS 2021,
IEEE SMDS 2021, SocialSec 2021, EAI SPNCE 2021, STM 2021, ICCCN 2021, EISA 2021, EAI AC3
2021, IEEE DSC 2021, NSS 2020, IEEE Blockchain 2020, IEEE iSCI 2020, SPNCE 2020, IEEE SERVICES
2020, IEEE SCC 2020, MIC-Computing 2020, ISPEC 2020, ICBC 2020, IEEE SmartDataServices 2020,
ISPEC 2019, CENet2019, WISA 2019, CyberSciTech 2019, AsiaJCIS 2019, SocialSec 2019, Blockchain
2019, ICIOT 2019, ICBC 2019, SICBS 2018, ICITCS 2018, DSC 2018, CCIOT 2018, ISPEC 2018, NSS
2018, CyberSciTech 2018, Blockchain 2018, NSS 2017, ICITCS 2017, CECNet 2017, NextComp 2017,
SPCPS 2017, ICISS 2016, CECNet 2016, NSS 2016, SSME 2016, ICMESD 2016, ICNISC2016, ICISA
2016, ICISS 2015, CECNet2015, CECNet 2014, RFIDsec’12 Asia
( Reviewer,

Y

>  ACM Transactions on Embedded Computing Systems, Ad Hoc Networks, Applied Computing and
Informatics, Applied Sciences, Arabian Journal for Science and Engineering, Computational
Intelligence, Computer Networks, Computer and Security, Computer Standards & Interfaces,
Frontiers of Computer Science, Future Generation Computer Systems, IEEE/ACM Transactions on
Networking, IEEE Systems Journal, IEEE Communications Letters, IEEE Transactions on
Dependable and Secure Computing, IEEE Transactions on Emerging Topics in Computing, IEEE
Transactions on Industrial Informatics, IEEE Transactions on Services Computing, IET
Communications, Information Technology and Control, Information Sciences, Information Security
Technical Report, International Journal of Ad Hoc and Ubiquitous Computing, International Journal
of Communication Systems, International Journal of Distributed Sensor Networks, International
Journal of Information and Computer Security, Japan Journal of Industrial and Applied Mathematics,
Journal of Computer Science and Technology, Journal of Internet Technology, Journal of Medical
Systems, Journal of Network and Computer Applications, Journal of Research in Electronic
Commerce Frontiers, Journal of Signal Processing Systems, Journal of Zhejiang University Science C
(Computers & Electronics), Pervasive and Mobile Computing, Security and Communication
Networks, Sensors, South African Journal of Science, The Scientific World Journal, WCNC 2016,
ICICS 2014, NISS 2013, ITST 2012, INMIC 2011

Publication (Journal)

1.  Hu Xiong, Hanxiao Wang, Weizhi Meng, Kuo-Hui Yeh*, “Attribute-based Data Sharing Scheme with
Flexible Search Functionality for Cloud Assisted Autonomous Transportation System,” IEEE Transactions

11



10.

11.

12.

13.

on Industrial Informatics, vol. 19, no. 11, pp. 10977-10986, Nov. 2023, https://doi.org/10.1109/
T11.2023.3242815. (*Corresponding Author, JCR Q1 97.7%, Impact Factor of 2022 = 12.3)

Hu Xiong, Zheng Qu, Xin Huang, Kuo-Hui Yeh* “Revocable and Unbounded Attribute-based
Encryption Scheme with Adaptive Security for Integrating Digital Twins in Internet of Things,”, IEEE
Journal on Selected Areas in Communication, Vol. 41, Issue 10, pp. 3306-3317, October 2023.
(*Corresponding author, JCR Q1 98.7%, Impact Factor of 2022 = 16.4)

Kuo-Hui Yeh, Ilias Travlos, Ahmad Nawaz, Shih-Chieh Chang, Han-Chieh Chao, “Editorial: Sustainable
and Intelligent Plant Health Management in Asia (2022),” Frontiers in Plant Science, Volume 14, August
2023. https://doi.org/10.3389/fpls.2023.1244869 (JCR Q1 88.9%, Impact Factor of 2022 = 5.6)

Mengjuan Liu, Jiang Liu, Chenyang Liu, Kuo-Hui Yeh*, “A Task-oriented Neural Dialogue System

Capable of Knowledge Accessing,” Journal of Information Security and Applications, Volume 76, 103551,
August 2023. https://doi.org/10.1016/jjisa.2023.103551 (*Corresponding author, JCR Q2 74.4%, Impact
Factor of 2022 = 5.6)

Wen-Wei Li, Weizhi Meng, Kuo-Hui Yeh, Shi-Cho Cha, “Trusting Computing as a Service for Blockchain
Applications,” IEEE Internet of Things Journal, Vol. 10, Issue 13, pp. 11326-11342, July, 2023.
https://doi.org/10.1109/]I0T.2023.3242464 (JCR Q1 97.8%, Impact Factor of 2022 = 10.6)

Fan-Hsun Tseng, Jiang-Yi Zeng, Hsin-Hung Cho, Kuo-Hui Yeh, Chi-Yuan Chen, “Detecting Adversarial

Examples of Fake News via the Neurons Activation State,” Early Access, IEEE Transactions on
Computational Social Systems, July 2023. https://doi.org/10.1109/TCSS.2023.3293718 (JCR Q1 77.1%,
Impact Factor of 2022 = 5.0)

Kuongho Chen, Lin-Fa Lee, Wayne Chiu, Chunhua Su, Kuo-Hui Yeh*, Han-Chieh Chao, “A Trusted
Reputation Management Scheme for Cross-Chain Transactions,” Sensors, 23(13), 6033, June 2023.
https://doi.org/10.3390/s23136033 (*Corresponding author, JCR Q2 70.6%, Impact Factor of 2022 = 3.9)
Wanting Zhou, Kuo-Hui Yeh, Shiwei Yuan, Lei Li, “A cycle-level recovery method for embedded

processor against HT tamper,” Heliyon, Volume 9, Issue 6, 17085, June 2023.
https://doi.org/10.1016/j.helivon.2023.e17085 (JCR Q2 69.2%, Impact Factor of 2022 = 4.0)

Kuo-Hui Yeh, Chunhua Su, Shi-Cho Cha, “Special Issue Editorial, Blockchain-Enabled Technology for
IoT Security, Privacy and Trust,” Symmetry 15, 1059, May 2023. https://doi.org/10.3390/sym15051059 (JCR
Q2 51.4%, Impact Factor of 2022 =2.7)

Kuo-Hui Yeh, Chien-Ming Chen, Wei-Che Chien, “Special Issue Editorial, Deep Learning Technologies
for Mobile Networks: A Themed Issue in Honor of Prof. Han-Chieh Chao,” Symmetry 2023, 15(4), 882,
April 2023. https://doi.org/10.3390/sym15040882 (JCR Q2 51.4%, Impact Factor of 2022 =2.7)

Meng, Wen-Wei Li, Kuo-Hui Yeh*, “A Blockchain-enabled IoT Auditing Management System Complying
with ISO/IEC 15408-2,” Computers & Industrial Engineering, Volume 178, 109091, April 2023.
https://doi.org/10.1016/j.cie.2023.109091 (*Corresponding Author, JCR Q1 85%, Impact Factor of 2022 =7.9)
Shi-Cho Cha, Chun-Lin Chang, Yang Xiang, Tzu-Jia Huang, Kuo-Hui Yeh*, “Enhancing OAuth with
Blockchain Technologies for Data Portability,” IEEE Transactions on Cloud Computing, vol. 11, no. 1, pp.
349-366, Jan.-March 2023, https://do0i/10.1109/TCC.2021.3094846. (*Corresponding Author, JCR Q1 87.8%,
Impact Factor of 2022 = 6.5)

Hu Xiong, Jinhao Chen, Jun Feng, Yang Xiang, Kuo-Hui Yeh*, “Scalable and Revocable Attribute-based

Data Sharing with Short Revocation List for IIoT,” Volume: 10, Issue: 6, IEEE Internet of Things Journal,
March 15, 2023, Page(s): 4815-4829. https://doi.org/10.1109/[I0T.2022.3220980. (*Corresponding Author,
JCR Q1 97.8%, Impact Factor of 2022 = 10.6)
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https://doi.org/10.1109/%20TII.2023.3242815
https://doi.org/10.3389/fpls.2023.1244869
https://doi.org/10.1016/j.jisa.2023.103551
https://doi.org/10.1109/JIOT.2023.3242464
https://doi.org/10.1109/TCSS.2023.3293718
https://doi.org/10.3390/s23136033
https://doi.org/10.1016/j.heliyon.2023.e17085
https://doi.org/10.3390/sym15051059
https://doi.org/10.3390/sym15040882
https://doi.org/10.1016/j.cie.2023.109091
https://doi/10.1109/TCC.2021.3094846
https://doi.org/10.1109/JIOT.2022.3220980

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Chien-Ming Chen, Kuo-Hui Yeh*, Lyes Khoukhi, Chan Yeob Yeun, "Guest Editorial: Cryptography for
Secure Blockchain," Journal of Internet Technology, vol. 24, no. 2, pp. 507-508, Mar. 2023. (*Corresponding
Author, JCR Q4 18.8%, Impact Factor of 2022 = 1.6)

Wanting Zhou, Man Li, Lei Li, Kuo-Hui Yeh, "Prediction of SET on SRAM Based on WOA-BP Neural
Network," Journal of Internet Technology, vol. 24, no. 2, pp. 267-273, Mar. 2023. (JCR Q4 18.8%, Impact
Factor of 2022 =1.6)

ZengRi Zeng, Baokang Zhao, Weizhi Meng, Han-Chieh Chao*, Ilsun You*, Kuo-Hui Yeh, “Towards
Intelligent Attack Detection Using DNA Computing,” ACM Transactions on Multimedia Computing,
Communications, and Applications, Vol. 19, Issue 3s, Article No. 126, pp. 1-27,
https://doi.org/10.1145/3561057, February, 2023. (JCR Q1 85.6%, Impact Factor of 2022 = 5.1)

Fan-Hsun Tseng, Kuo-Hui Yeh, Fan-Yi Kao, Chi-Yuan Chen, “MiniNet: Dense Squeeze with Depthwise

Separable Convolutions for Image Classification in Resource-constrained Autonomous Systems,” ISA
Transactions, Vol. 132, January 2023, Pages 120-130, https://doi.org/10.1016/j.isatra.2022.07.030. (JCR Q1
93.9%, Impact Factor of 2022 =7.3)

Kuo-Hui Yeh, Guan-Yan Yang, Chanapha Butpheng, Lin-Fa Lee, Ying-Ho Liu, “A Secure Interoperability

Management Scheme for Cross-Blockchain Transactions,” Symmetry 2022, 14(12), 2473;
https://doi.org/10.3390/sym14122473, 22 November 2022 (*Corresponding Author, JCR Q2 51.4%, Impact
Factor of 2022 =2.7)

Chanapha Butpheng, Kuo-Hui Yeh*, Jia-Li Hou, “A Secure IoT and Cloud Computing-Enabled e-Health
Management System,” Security and Communication Networks, vol. 2022, Article ID 5300253, 14 pages,
June 2022, https://doi.org/10.1155/2022/5300253. (*Corresponding Author, JCR Q3 30.65%, Impact Factor
of 2021 = 1.968)

Shi-Cho Cha, Chuang-Ming Shiung, Wen-Wei Li, Chun-Neng Peng, Yi-Hsuan Hung and Kuo-Hui Yeh*,
“Trustworthiness Evaluation for Permissioned Blockchain-enabled Applications,” CMC-Computers,
Materials & Continua 2022, 73(2), pp. 2731-2755, June 2022, https://doi.org/10.32604/cmc.2022.029161.
(*Corresponding Author, JCR Q3 45.5%, Impact Factor of 2022 =3.1)

Hu Xiong, Chuanjie Jin, Mamoun Alazab, Kuo-Hui Yeh, Hanxiao Wang, Thippa Reddy Gadekallu,
Weizheng Wang#*, Chunhua Su, “On the Design of Blockchain-based ECDSA with Fault-tolerant Batch
Verification Protocol for Blockchain-enabled IoMT,” IEEE Journal of Biomedical and Health Informatics,
Vol. 26, Issue 5, May 2022, pp. 1977-1986 https://doi.org/10.1109/]BHI.2021.3112693. (JCR Q1 93.6%, Impact
Factor of 2022 =7.7)

Chien-Ming Chen, Shehzad Ashraf Chaudhry, Kuo-Hui Yeh, Muhammad Naveed Aman, "Security, Trust
and Privacy for Cloud, Fog and Internet of Things," Security and Communication Networks, vol. 2022,
Article ID 9841709, 2 pages, Jan. 2022. https://doi.org/10.1155/2022/9841709. (JCR Q3 30.65%, Impact Factor
of 2021 =1.968)

Yi Wu, Wei Zhang, Hu Xiong, Zhiguang Qin, Kuo-Hui Yeh, “Efficient Access Control with Traceability
and User Revocation in IoT,” Multimedia Tools and Applications, 80, pp. 31487-31508, September 2021.
(JCR Q2 62.67%, Impact Factor of 2021 = 2.577)

Mian Ahmad Jan, Kuo-Hui Yeh*, Zhiyuan Tan, Yulei Wu, “(Editorial) Blockchain for Edge-enabled Smart
Cities Applications,” Journal of Information Security and Applications, Vol. 61, September 2021, 102937
https://doi.org/10.1016/j.jisa.2021.102937. (*Corresponding Author, (JCR Q2 73.48%, Impact Factor of 2021
=4.960)
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https://doi.org/10.1145/3561057
https://www.sciencedirect.com/journal/isa-transactions/vol/132/suppl/C
https://doi.org/10.1016/j.isatra.2022.07.030
https://doi.org/10.3390/sym14122473
https://doi.org/10.1155/2022/5300253
https://doi.org/10.32604/cmc.2022.029161
https://doi.org/10.1109/JBHI.2021.3112693
https://doi.org/10.1155/2022/9841709
https://doi.org/10.1016/j.jisa.2021.102937

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Jerry Chun-Wei Lin, Kuo-Hui Yeh, “(Editorial) Security and Privacy Techniques in IoT Environment,”
Sensors 2021, 21(1), 1; https://doi.org/10.3390/s21010001, December 2020. (JCR Q2 78.91%, Impact Factor
of 2020 = 3.576)

Kuo-Hui Yeh*, Weizhi Meng, SK Hafizul Islam, Kuan Zhang, Ennan Zhai, ”(Editorial) IEEE Access
Special Section Editorial: Security and Privacy for Cloud and IoT,” IEEE Access, Vol. §,
https://doi.org/10.1109/ACCESS.2020.3040469, December 2020, pp. 219690 - 219694. (*Corresponding
Author, JCR Q2 65.75%, Impact Factor of 2020 = 3.367)

Kuo-Hui Yeh*, Robert H. Deng, Hiroaki Kikuchi, “(Editorial) Special Issue on FinTech Security and
Privacy,” Future Generation Computer Systems, Volume 112, https://doi.org/10.1016/j.future.2020.07.057,
November 2020, Pages 1172-1173. (*Corresponding Author, JCR Q1 94.09%, Impact Factor of 2020 =7.187)
Shi-Cho Cha, Hao Wang, Zhiyuan Tan, Yuh-Jzer Joung, Yen-Chung Tseng, Kuo-Hui Yeh*, “On privacy

aware carriers for value-possessed e-invoices considering intelligence mining,” IEEE Transactions on
Emerging Topics in Computational Intelligence, Volume 4, Issue 5,
https://doi.org/10.1109/TETCI.2019.2938547, October 2020, Pages 641-652. (*Corresponding Author, 2021
SCIE included)

Hu Xiong, Yan Wu, Chunhua Su, Kuo-Hui Yeh*, “A Secure and Efficient Certicateless Batch Verification
Scheme with Invalid Signature Identification for the Internet of Things,” Journal of Information Security
and Applications, Article 102507, Vol. 53, https://doi.org/10.1016/jjisa.2020.102507, August 2020.
(*Corresponding Author, JCR Q2 65.73%, Impact Factor of 2020 = 3.872)

Chanapha Butpheng, Kuo-Hui Yeh*, Hu Xiong, “Security and Privacy in IoT-Cloud-Based e-Health
Systems - A Comprehensive Review”, Symmetry, 12(7), 1191, July 2020. (*Corresponding Author, JCR Q2
54.86%, Impact Factor of 2020 = 2.713)

Shi-Cho Cha, Kuo-Hui Yeh*, Zi-Jia Huang, “bleRPC: A Plug-and-Play RPC Framework over BLE,”
Computer Communications, Vol. 157, pp. 298-307, May 2020. (*Corresponding Author, JCR Q2 62.09%,
Impact Factor of 2020 = 3.167)

Lu Zhou, Chunhua Su, Wayne Chiu, Kuo-Hui Yeh*, “You Think, Therefore You Are: A Transparent
Authentication System with Brainwave-oriented Bio-features,” IEEE Transactions on Emerging Topics in
Computing, Vol. 8, Issue 2, April-June 2020, pp. 303 - 312. (*Corresponding Author, JCR Q1 93.48%, Impact
Factor of 2020 = 7.691)

Kuo-Hui Yeh, Chunhua Su, Robert H. Deng, Moti Yung, Miroslaw Kutylowski, “(Editorial) Special Issue
on Security and Privacy of Blockchain Technologies,” International Journal of Information Security, 19(3),
Pp. 243-244, April 2020. (JCR Q2 62.27%, Impact Factor of 2020 = 1.988)

Liangfu Lu, Xiaoxu Ren, Kuo-Hui Yeh, Zhiyuan Tan, Jocelyn Chanussot, “Exploring coupled images

fusion based on joint tensor decomposition,” Human-centric Computing and Information Sciences, Vol.
10, Article number: 10, March 2020. (JCR Q1 84.78%, Impact Factor of 2020 = 5.900)

Hu Xiong, Yanan Zhao, Li Peng, Hao Zhang, Kuo-Hui Yeh*, “Partially Policy-Hidden Attribute-Based
Broadcast Encryption with Secure Delegation in Edge Computing,” Future Generation Computer Systems,
Volume 97, August 2019, Pages 453-461, 2019. (*Corresponding Author, JCR Q1 93.06%, Impact Factor of
2019 = 6.125)

Chien-Ming Chen, King-Hang Wang, Kuo-Hui Yeh, Bin Xiang, Tsu-Yang Wu, “Attacks and Solutions on
a Three-Party Password-based Authenticated Key Exchange Protocol for Wireless Communications,”
Journal of Ambient Intelligence and Humanized Computing, volume 10, pages 3133-3142, August 2019.
(JCR Q1 83.01%, Impact Factor of 2019 = 4.594)
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https://doi.org/10.1016/j.future.2020.07.057
https://doi.org/10.1109/TETCI.2019.2938547
https://doi.org/10.1016/j.jisa.2020.102507

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

Lu Zhou, Chunhua Su, Kuo-Hui Yeh*, “A Lightweight Cryptographic Protocol with Certificateless
Signature Scheme for the Internet of Things,” ACM Transactions on Embedded Computing Systems, Vol.
18, No. 3, Article 28, April 2019, 10 pages. (*Corresponding Author, JCR Q3 48.61%, Impact Factor of 2019
=1.530)

Shi-Cho Cha, Tzu-Yang Hsu, Yang Xiang, Kuo-Hui Yeh*, “Privacy Enhancing Technologies in the
Internet of Things: Perspectives and Challenges,” IEEE Internet of Things Journal, Volume: 6, Issue: 2,
April 2019, pp. 2159-2187. (*Corresponding Author, JCR Q1 98.14%, Impact Factor of 2019 = 9.936)

Lu Zhou, Xiong Li, Kuo-Hui Yeh*, Chunhua Su, Wayne Chiu, “Lightweight IoT-based authentication
scheme in cloud computing circumstance,” Future Generation Computer Systems, Vol. 91, pp. 244-251,
February 2019. (*Corresponding Author, JCR Q1 93.06%, Impact Factor of 2019 = 6.125)

Cheng-Fa Chiang, Fang-Ming Hsu, Kuo-Hui Yeh*, “Robust IoT-based nursing-care support system with
smart bio-objects,” BioMedical Engineering OnLine, 17(Suppl 2):154, November 2018. (*Corresponding
Author, JCR Q3 35.63%, Impact Factor of 2018 = 2.013)

Wayne Chiu, Chunhua Su, Chuan-Yen Fan, Chien-Ming Chen, Kuo-Hui Yeh*, “Authentication with
What You See and Remember in the Internet of Things,” Symmetry, Vol. 10, Issue 11, DOI:
10.3390/sym10110537, October 2018. (*Corresponding Author, JCR Q2 57.25%, Impact Factor of 2018 =
2.143)

Kuo-Hui Yeh, Chunhua Su, Jia-Li Hou, Wayne Chiu, Chien-Ming Chen*, “A Robust Mobile Payment
Scheme with Smart Contract-based Transaction Repository,” IEEE Access, Vol. 6, Issue 1, October 2018,
Pp. 59394 - 59404. (JCR Q1 85.48%, Impact Factor of 2018 = 4.098)

Chien-Ming Chen, Bin Xiang, King-Hang Wang, Kuo-Hui Yeh, Tsu-Yang Wu*, “A Robust Mutual
Authentication with a Key Agreement Scheme for Session Initiation Protocol,” Applied Sciences,
8(10):1789, October 2018. (JCR Q2 55.07%, Impact Factor of 2018 =2.217)

Lu Zhou, Kuo-Hui Yeh, Hancke Gerhard, Zhe Liu*, Chunhua Su, “Security and Privacy for the Industrial
Internet of Things: An Overview of Approaches to Safeguarding Endpoints,” IEEE Signal Processing
Magazine, Volume: 35, Issue: 5, September 2018, Page(s): 76-87. (JCR Q1 95.30%, Impact Factor of 2018 =
7.602)

Shi-Cho Cha, Kuo-Hui Yeh*, “A Data-Driven Security Risk Assessment Scheme for Personal Data
Protection,” IEEE Access, Vol. 6, Issue 1, September 2018, pp. 50510 - 50517. (*Corresponding Author, JCR
Q1 85.48%, Impact Factor of 2018 = 4.098)

Kuo-Hui Yeh, Chunhua Su, Jiageng Chen, Nai-Wei Lo, "Editorial: The 10th International Conference on
Network and System Security (NSS 2016)," Journal of Internet Technology, vol. 19, no. 4, pp. 1251-1252,
Jul. 2018. (JCR Q4 8.71%, Impact Factor of 2018 = 0.715)

Kuo-Hui Yeh*, “A Secure Transaction Scheme with Certificateless Cryptographic Primitives for IoT-based
Mobile Payments,” IEEE Systems Journal, Vol. 12, Issue 2, June 2018, pp. 2027-2038. (*Corresponding
Author, JCR Q1 93.45%, Impact Factor of 2018 = 4.463)

Shi-Cho Cha, Ming-Shiung Chuang, Kuo-Hui Yeh, Zi-Jia Huang, Chunhua Su*, “A User-Friendly Privacy
Framework for Users to Achieve Consents with Nearby BLE Devices,” IEEE Access, Vol. 6, May 2018, pp.
20779-20787. (JCR Q1 85.48%, Impact Factor of 2018 = 4.098)

Shi-Cho Cha, Jyun-Fu Chen, Chunhua Su, Kuo-Hui Yeh*, “A Blockchain Connected Gateway for BLE-
based Devices in the Internet of Things,” IEEE Access, Vol. 6, May 2018, pp. 24639 - 24649.
(*Corresponding Author, JCR Q1 85.48%, Impact Factor of 2018 = 4.098)
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50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

Kuo-Hui Yeh, Nai-Wei Lo*, Chun-Kai Wang, “A Robust NFC-based Personalized IPTV Service System,”
Multimedia Tools and Applications, Vol. 77, Issue 5, pp. 5129-5148, March 2018. (JCR Q2 59.63%, Impact
Factor of 2018 = 2.101)
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