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For me, in terms of personal satisfaction, the mission’s already
accomplished . As soon as the journalists were able to work, everything
that I had been trying to do was validated. Because, remember, I didn’t

want to change society. | wanted to give society a change to determine it
should change itself.

All 1 wanted was for the public to be able to have a say in how they are
governed. That is a milestone we left a long time ago.  Right now, all we
are looking are stretch goals.

Edward Snowden ( Gellman, 2013)

H1F

B (@#53)  (Guardian) -~ I'J R (F BOFZE)  (Washington Post)
7 2013 U R EES %D = L (National Security Agency ) 4 T E ST
THRpUAHZY PRISM > 2 B YR RL R St 2R ’ Al ﬁ?WH lﬂ“

LR (AEINSA I &) 2 f' | Booz Allen Hamilton |’%§F'|5U F ( Edward Snowden )

it
SRR B~ 0] R B RLE TR L B (Angela Merkel ) ~ I =
ISk A (Dilma Rousseff) ﬁﬂﬁf&ﬁ% o EQJ%ZELI%GEEU?PE?? » EUE NSA 1w
PN ER FT  RLES ey R~ Do i = & A S RIS > IRy - PR
NSA FLIRIBi%A = Bupl ?EE@.\B%Q?F&E% e N R ERR] o AR E S
H GE - R R PP SRR EE EA FEIANTR IR i

|RRTE  R A RS S e 2 TR R o ey
xﬁ?ﬁﬂrm}“ [ 2014/6/16-17 -

L H "5'4 (A9 ) (New YorkTimes) R 2005 & Tk R 'Jﬁ[r” (George W. Bush)
AT 2002 I | Rt S 9 0 R NSA FASHEBISH - JRARLR O - o
(Sinha, 2013:3) -

2 ¥ kL metadata (*/i_ non-content) - NFLEL TRVFHAVEH (information on information ) -~
ﬁ&f_ TRFERR (communlcatlons data) > EIJIEA’[iﬁ;[IF[FIJﬁ:\T%J PI ~ TR ERT iRl iy
*Fhf'[g!’ﬁz%ga%ﬁﬂ(call data record/call detail record, CDR)(Wlklpedla 2014a Newell, 2014:6,8) -

3 ,ilﬁﬂg F”ra"'pj = 1‘}]’?33{,“] Margulies (2014: 2137) F”E[ TRZH |37 U.S. person > CIJF,
. J £ ;:]\/L[»]J;I@:g



TRl BT o PR N SR CERLZFI > [ ZES R Y ER I T TR
( Landau, 2013: 66 ) -

VA RL s ‘—iilq:b%?ﬁ NSA %)= Keith AlexanderﬂjﬁiﬁFHaIP;,T“ A %“
5 2 f’%?ﬁ”]ﬁlfljfgj?r,’ » EFEHBS ‘F’ﬁ} ) Dianne Feinstein | =4 Rl
o OV ARR LAY R e — JﬂgyP Rk Jfﬂ‘rlﬁ%?%'i D LY L 0 T
SBR[ g EUFFF@ B R (AL Gore) ik Tl -
e B NSA PV 5 By = REE R B - R RIRLSC B R S S R pusi e iﬁj
[f# i< James Clapper “p 7 2@k (S8 [FE L ET A > NSA A ik =
s R i Hirhl R AREET ) o 2 BEY Rand Paul F7#2 = 2 S
R DB S BRRT 'Ja[%ﬁ'ﬁ?ﬂ%‘tuﬁfﬁi (Landau, 2013: 67) -

E2=ia s O R e AR S (IR e R
FIHILRLENSSEH B o P BB g~ R S PR > B ) o iR
T TSI PRV AT RUPLEIRA Y SRS (Y SRR 8 E R R
IR RPN 2 AR T ['F"’J“Efﬁ'E’TPJ*Fﬁ'%T Aae= A ORI
VI T FRAUE VT Cprobable cause ) | Hi R R

e PR R Y R o Sl o TR ELRLT - — i (2001) gt
Fe o SRAIE T 0] TS 2 47, (national security order) foif B
Aol P ASEENE A1 (Landau, 2013: 68)
Hptmse » By FYISRL BRI PRI 2 DR iRl - 2B
F EYHUE T AR (O KVATEREL IR BRI TRREIE - Ui ]
}a’géﬁﬁf Badt AT ATHH R B B S A S PR YR SR SRAD
B~ L SRR o A (Bamford, 2018) < S NSA T

* Hdr o NSAfY 1A% Fy EY William Binney fi' 7 2001 & > [REGE! ﬁ iR U st EJ[‘Fk Y0 8
[ BRI hb Alexander ’5 SR I“[I?": ; 7 NSA F TRl pa g 71‘ [ES«'[?“%E Yttt (Bamford,

2013)

> James Clapper i s ¥y » ﬁ’]ﬁ*r,j st > g %5‘3% MRLEIE] TEE T 8 (least

untruthful ) pu=¢ [fllﬁ (Bamford, 2013) -

6 fi%@%ﬁg%ﬁ C PEE Q%F? OB TRV 2004 = 2 R Ll stgs (Bowden, 2013:14) -
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2009 F A EAVC I 0 2 T SIS 03 b - BUBIBR R R SR
i ERLASE - 6 T IR (choke point) » R SRR LB IR 4
PR pOpy s gt o e 2 SRR IOAHRRAE R AR B T A
1953 S I RS NSA 7y b = ot U > TR P
FF! (Bamford, 2013) -

JtES  BRYITRLT S | (UPSTREAM) ' [ RESIEHH | (PRISMT) -
F1kL NSA r+ﬂ?&“’phﬂ%ﬂ”¥fé§vﬁ' TP T R B AR o A
PR~ SR b?ﬂ%iﬂj?ﬁjf" Frl VI 80%fRR 5 B ] e S \,F.J
sy o R G IR TR SR ﬁs%zi' %“Fﬁ?é‘,?f = (Palatalk ) ~ YouTube
Skype ~ S (AOL) ~ MR ifl 22 il » 5208 8 g AIRGpiet ~ fvRLI=vx
PRl > FITERUE A T F A F I IR E SR B4 (data mining)
e 7] g s IV B[ X-KEYCORE(AEEL T 1%] > 2014b; Bamford, 2013; Bowden,
2013:16) -

Y s B R P %2 (George Orwell, 1949) #: (— Je/"P4) (Nineteen
Eighty-Four ) Frif " ¥ 8 -7 %, (Big Brother Is Watching You ) fi4 {3 -
ES TS T E PR RS ARSE A E 0 B RS RS ARSE B R ) Y
%ﬁkﬂ P IHERLEAE I« FIIEZRL - A5 8 = B g = S AR R,

IR RLEF IR BTG o SERLS R Y B RLADR] Y IR - BRI
P37~ FORLEITE 7 - [ RLEFTE | PRI 0 7 (=S 20 Pl - LRI %ﬁﬁ [ﬁ
BT ALBE BB ATRL 200~ BRI ~ SRR pRLT A

" 3EEL Planning Tool for Resource Integration, Synchronization, and Management FURTHT o Jipurs

rﬁ‘;ﬁﬁ’*& A4S ( Government Communications Headquarters, GCHQ ) *°& z‘:Ful |iY TEMPORA > j%g;;ﬁ@
RSB A S Y 200 [ E,%@vﬂ?&\ (Bigo, etal., 2013:13) - i&[FﬂH[Bﬁ%&l e jkumkrh,
E}J'r‘ l|:| Mgy lﬁuﬁ\._ﬂﬁ ?J”F]J—kfﬁé— -%Hﬁﬁlé

5171: F lgi_lﬁlﬁ' J7%E# |, (beam splitter) EIJE[% %%‘ﬁﬂﬁ“?ﬂg‘iﬂ%aﬂ ni’r =]
NSA FI Jiﬁ&;ﬁ, T‘«LJ%%U lﬁ’?‘ifyiﬁdgu NSA 7 2009 ?F?Fe&f NSA L g = qﬂi f
FII‘PTJ% prEveE l%v‘ét[':%\[ﬁ&'ﬁll?*’ﬁ?c'% BETRISE) }‘IF‘FJ DA A 3 %i_AT&T
(39% ) ~ Verizon (28%) ~ '] ¥ Sprmtgl4%) (gL I%I » 2014b; Bamford, 2013; Klein, 2006 ) -
9 A FFRL S L FT'“' 1 (public-private-partnership, PPP) - El#rhLef élF;lLlft’@’? (Bigo, et
al., 2013:3) -



RS RV GRS o E VT NSA S BT B 20 [PV 201 -~ F‘F P B it
+ =% (Sinha, 2013:2) -

g » PRSI 2 SR 1 7S OS2 FI 2 A s
R S EE SRR~ SRR ? AUSES 2 35 (constitutionalism ) i
FUAKGEH - TR T SRR~ R AR ,?'[71{ I A
FILRLAETESEY - BOIRL > Y R Bl i = o IR s R S YRR i
R > 23 S (EER Y ugEe ]~ I e PO LS = i Bl > [ R Y
T 1?

Rl *%%’F‘@E%Eﬂ[ﬁw%i/['fﬁ IEGH ~ FRLIT 1 2 g e - =
iRl TE G R LpoAEF] , (right to freedom of opinion and freedom ) ZF 7 >
}“‘-G’ﬂﬁﬁ“ﬁ%ﬁ"’ﬂ CREEUINNE 3255 e R CARIUN NN 7 [ G A SN
o [HE %\%ﬁﬁlﬁivmﬁﬁ"ﬁ& Fﬁ[ﬁﬁ'ﬁﬁiﬁ}?ﬂ?*ﬁ I ‘ﬂ‘mﬁ”ﬁfff M B8 il 2
i~ kL PR A Elj?ﬁ [l p TERA A (right to privacy ) E‘JFTJ‘[‘%( Human
Rights Council, 2011; 2013) « 4§ » 25 (L1 - * ABAOIR RS = - T I
%@“ﬁ%xWBW@*%F%’ngﬁk*%w#%%ﬂ-ﬁﬁmﬁwﬁw

" VIR

(LG, R R S ’il@%Jlﬁ PECET IV L TR A AT
il 3 kLTS o Sl N R e ORI e D T
FIFIED PO migT S o f*’ﬁj\ﬁ%ﬁﬂéﬁfﬂ #:( Redmond, 2014: 738; Human
Rights Council, 2013: 6-7; PoKempner, 2014: 2 )ikl Warren #2 Brandeis( 1890 )
| R TR (to protect the privacy if private life) [iuffiF|] -

eS8 TN E ATy I RLER EFII#F?@*FIJF%IF[H g AR LY
(why) ~ %58 (who) ~ I'J’o =% Chow) - J[HA T HEHE ~ 5 RLE MY
PP > 2 BT e L O RLY GO AT - F AL 5 IR I



B 2 ERLY IO U o 5 R R T R R A o
[l > P AREEEG (RIS )~ BRLS  FUR R g )
B ORI (7 RO > ST IR iR iRk T AL
— R R AT R U e TS TR R (LD

= I fil
i ! Bl
| | | |
| | | |
t: i ¥ Hr
E 5. fﬁ_ i
Je [Ed K

B 1 PREEE R

ﬁﬁ%?f‘%ﬁffiﬁ’f%ﬁ' BRI N IRV AT BT R
< P ARG« R v S '[ES"F'UPJ?WE% L= PRISHAN
RSEEAH ~ H A E (1950 & (2) ~ FJ RO (1960-70 £ (%) o [iFRH fuZE
ER NS ‘??I'F FEE~ FORLIGIZT 5 IRN) » SRR YRR B AR TS
FEEp R PR ATV SE (Bigo, etal.: 2013:6) - 7 A R BIFRLA

EYfe M S A pIEEA A 7 SE Y k@lﬂaﬁﬁg‘ﬂ LELRINE A Sl S
PRI RA

LA B i A2 i BRIV ERL T i%%@i*%'ﬁiﬁ?:@k =
ﬁgzﬂ% WRFEZVEPE 0 T RLAIE ~ BRLT o NI 1990 F R RV
F RO BB A MV W H T PR M AR 1
[Jri=h sy e U5 GAL ((Groupos Antiterroristas de Liberacion ) ') S 1275
WA ETA - [P Jfﬁ"ﬁﬂ%?} 1996 F B[ E ik ™SR5 [ﬁ&"[ﬁ%%,ﬁ Renseignements
Généraux R EWE K 23 gl {Ey—fii”ﬁﬁ LS - l%lﬁtﬁzﬁjléﬁﬁr: T 2013 F o
ARSI R Y B gl YRl B (Bigo, etal., 2013:7) -
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SR > AT = HVE o T SRS T LR E T
5 2 RIPVRINRLG S B BRIy > ML i - A R T B
ORISR ¢ BRI TR SR - LRI RIS
TEMEORET B o E R R ) B PR T R - B
PHFEER RN © i o IR A A SO R = SR > SRERLIRE U 2 A )
BIBTOH AN T F IR S IPOT P o WA A Y P SRR AL
R ARRPY LT =1 > [OPRLE e VB TR R E RN < Hidf > Rl
FIBE Bk 2 o5 P EEPRGERL T S PR PG P RAE ~ R AR Y
FHEEPRIER - TR 5 - (Bigo, etal., 2013:7-8) -

IFFifT s P SR PP g < Frot o PP BRI S ok 2
L e R IO R looe i o Sl Tt (5" L U RN N S N
I‘Ef’fl BT I~ o) FOafBalle fod ik iUl Bl & o ) 2T oG pe Ry

b URLF e RS PRI RSP RL R S USRI B - B AT TR
ST AR EATH - PP RS 2 R [ TR ERBIE
SRR AV RIS S SBIEAS © BERE  B R i 5T B P
PSR A = 9% RN 2 B T I N
7 T sk B S 1o P e ~ kLA T R P PR = B sl =t

AL ?ﬂﬁ%‘fﬁﬁ\ T?:%@ﬁﬂ (Bigo, etal., 2013: 8-9) -

RS o MRS )RR (R IR OBIR Y 2 2 AR
PR 2 R 12 S T ’?Fﬁ—? PP SRR O A 1 1
I HE RIS > S SO TR R AT

SRRV E T “ﬁ?‘i@’” AT B )~ 4R P T R
KBFE PP RGPS A ABMET » & RS AP *E'U%%:Eﬁ%v%fﬁ?ﬁiﬁ?}
FRRBSI O RS 5 5 - RIRHRLI= DRV 5 5 i AR e~ PV B R iR
TR =4 i i3 3 FRIRRI0 7 1 > AXARLRL Y % B 714 ( Bigo, etal,
2013:10-11) -



ot S S O S SRR RO - B
i+ AR B (UNDOM) ~ WIS (SIUND 2 47> LRI
SHIEEE SB Y 2 S [f (ISC) Fifh o SRR R
FURSR] (CNCIS) » SUBUELE AR I e ' M B P (YR > P PIpos
IR S E N S I BB N N SR SR B T Gl N S S LR

7 PRSI B[ 6] KL Cillegal )~ RLELE 22 i i arlegal)
T3l BORRREALY 1 B S RO S PR B

LRLFHEE prss LB USRI pe £ 15 (Bigo, etal., 2013: 17:Bamford, 2013) -

S BIpY E

FE o BTSRRI S [ RSEE R ~ A T e
iﬁ#ﬁ@ééﬁlﬁ‘% (Redmond, 2014:741-42; Richards, 2013: 1942) -~ 1% SJEfHF >
B T HRIFPISE * A S S R X QA AR S B
ot TS B ENE 5P T-% 5 Fourth Amendment to the United States Constitution,
1792) FERLGT SR P Z BRI i

A R A _E’/\]]Z\Q].‘L‘ff?%ﬁ%kjﬂ_ ;}f’g_‘frj’r:}’ﬂ m*ﬁﬂ} H iz fe o
FOERR RIS  E EREE LT R £ S ﬂuﬁ%% «Mr#r#ﬂ
rrﬂ B 2 EFE NS foded K

The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the

persons or things to be seized.

T - ﬁl :1 B F;Lﬁ 1[5 {5 Griswold v. Connecticut (1965 ) 21| » [&% A
T}%@’ﬁé?i °

NSA FYE|=) F{%jp‘%&.ﬁ ( Cipher Bureau » ~" 7 Back Chamber) flo:— 7R
T LR RE NS U R I PN R detiy B S i 1
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L4 Herbert O. Yardley tﬁ*ﬁ&, ﬂ r ;;alzéﬁ'(Western Union ) U R
R I B A RO > BT PO 4 (Redmond, 2014;
751-52; Bamford, 2013) - ¥ 1947-73 & If - FRIgT ﬁlf R
NSA B PSR = e gl o [0y e 2 il iy e bl 7 ’*’T’Pc Pl [*“Euﬂit
SBIFORR I P T 1960 £ FFUE] > NSA RIS BRI EIE S, < Y - 2RI
Sl f*ff‘ﬂﬁ’%ﬁ?ﬁﬁ'ﬁ CPRLE PSSR A S PR S AR e
By & SR CRLEL o IO ESREES 5 E T P Al o NSA i £ HTS S
=yt (sinha, 2013:8) -

B e S L?Jn'“ﬁi?‘f“ﬁ:ﬁ P R R R ”’”E%ﬂ’ﬂﬁ’ﬂk’
(EEnniie s ) e m&/* AU YE 5 (Title 111 of the Omnibus Crime Control and Safe
Streets Act, 1968 ) fListfltliZlp J’FE‘%%?* G T AR (1972) T
i i o SRR %‘ﬁ‘ TR B S U P PO TR
- iﬁiﬁ;[?ﬁ : [ﬁfﬁ'ﬁ%‘aﬁ ﬁ' (6~ SR TRRR IR ~ SRS Y S TR A
BRYT I %{Bﬂ%}ﬂj@%pffﬁ% ( Church Committee, 1975-76) - J & iL_E'}’FTT(]‘J‘ J
5 = B B T H VR - ST R ESREORHI P TR
3% 5 (Foreign Intelligence Surveillance Act, 1978 ) s il [Af & > e TS ek
VDS TR P OISR » (RIS GRL Y 5 e SR I
PPN BT ERE ™ o =)~ YRl g BIFVYE] SO e?% =2 %tﬁf
FURSIRE T B BT (Foreign Intelligence Surveillance Court, FISC)
VHBERE | [ES«I It ?i&ﬁ%ﬁﬂ;ﬁ#’iﬁ ( Foreign Intelligence Surveillance Court
of Review, FISCR) FI[J {1l i & fF ¢8I 9 %™ (Landau, 2013: 67: Sinha,
2013: 13-16; Henderson, 2003) -

B HRL T Fﬁﬁ JPJFEEE R 5 (Electronic Communications Privacy Act,

O S A E] 16 31 (Bowdem 2013: 24 - ) FRAIEf ' (FBI) ~ 122 [R5 (CIA)
EEF [FIJJ[E#EL#ZL :pjfﬁél k N@gﬁ;ﬁﬁlﬁi?ﬁf F*”(THJF p‘%ﬁ:'%[;ﬂ (Martin Luther King,
Jr.) (Sinha, 2013:8-9) -

HOHv o FISC bt UBHRR T o F R SHREE BRI T 1978-2001 £ [H] - FHH,
FiE 13,102 #Eﬂz’%ﬂl%i PUE 5 ;IH PS5 SR (Newelr 2014: 19: Sinha, 2013: 14) -
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1986 ) - 3% H &S FE—?}JF &3y | (penregister) ~ '] & ri”ﬁ%& {, (trap and
trace ) PO > AEIR I E RARELD N ARSI R s B
PR GERLTIR] - 2013) -

FISA RE3f %5 RO IRIST  “IRSRy] i BRIE RO 3 g wis
s S = R IR Te- - HifF (2000) B ] “Fﬁlqﬁl E/TT%“EW\F
= NSA [0l o [0 ST TR PR i
5 R > 1) TRk 5 (PARIOT Act, 2001 ) < iipby F,EﬁB(Landau, 2013:
68 ; Bamford, 2013; Sinha, 2013: 16-22; Henderson, 2003 ) - 7+ 2008 & » §yf * fi
A7 Electronic Frontier Foundation (EFF) [f'J G IR EEEES EFLTEF #F’ijzt‘ AT&T 5L
NSA 2 AL ~ RYREE A8 @'ﬁﬂﬁzﬁ%@ﬂ}f@«' I AL (S ST (FISA
Amendments Act, 2008 » <" iHTEL FAA) » T (Ha SRR Y IR E ~ JEREE
For FEBRIITL BT G T 2 B PP S E T il Newell,
2014: 21; Sinha, 2013: 28; Redmond, 2014: 748--51) -

“ Clapper v. Amnesty International USA (2013) *°» — = * {577~ NGO %
Fi PR ST TR g (2008) FER S Oy g A AR S R A I
R TR » e B b LR PR AR = RS B » RS 5= BV TR
ik = FIFJE%%{F‘, = ijJ—Fr[ ;T 4’_} EUFF[*E?EJ % {ebsE > FISC itﬂrj%l?} Verizon
Fﬁjﬂﬁ—ﬁﬁ PSP (OER i NSA « [l - EFF ﬁ%ﬁﬂl%ﬁﬁﬁ’?ﬁ4ﬁ ISEZRE & e
£1 (Jewel v. NSA, 2013) » "% 7 NSA S8 (R 1¢ ¥ (ke b6 e
P BRLTEHE i[9~ &%) - CCRv. Obama (2013) » New York Times Co. v.
U.S. Dept. of Justice (2013) - *Jﬁﬁ‘p P T P SEpS NSA 2 ﬁfuﬁ%

s STRELIPE, 2 (Newell, 2014: 20-23) -

PORE T FISA VTN BRSSP AUYIEIRE S 24 | BV G 0 K3
5% (1172 %168 /| Eﬁ Z A 4 AR %lp I'J-<3& 15 -~ (Sinha, 2013:15) -

P 2002 F 0= f FISC - o S ’*@ﬁ*‘mmﬁl” I B > T
% > FISCROFf I [ 4E#7 (Newell, 2014:19-20) -

1% g FIVE|— (e R ps T (S 5 (Protect American Act, 2007 ) (Bowden, 2013:21) -
' RIRY 2% | Olmstead v. United States (1928 )~ Katz v. United States (1967 )~ I'] = United States
v. U.S. District Court (1972) > jl Redmond (2014: 744-46) -
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T L
TR YN ~ Mt 5% 5 (European Convention on Human Rights, 1950 ) 37 8 {%*

R
'\—-

- N A AR W PR A ol d o W el B R FIEE o
e

SN BEAE L e E R o {xzﬁ@,zf—ml?ﬁ‘ 1R R
AAEY 20 ERE 2 AXE AR FeEAETNIE 0 ST B L
Ll TR LR SN lﬁ-’E@ﬁéémE‘ a7k E A RS d
CREFEFIFE P ST

1. Everyone has the right to respect for his private and family life, his home
and his correspondence.

2. There shall be no interference by a public authority with the exercise of
this right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
freedoms of others.

TRCITEL A AEFE 5 (EU Charter Fundamental Rights, 2009) [ 77 53 7 4
fflt =R T iﬁ DM MIEE RO B R Mg iﬁ N I'EFF'IEiEl%J

( Everyone has the right to respect for his or her private and family life, home and
communications. ) - RIi1:27 8 f'%ﬁﬁmﬁ%ﬁ[al e ANATEEINE

— A AT R OB AT R

TP ETAREENFLL P ERFRAAG AR AR B ZE
#&TiiJ_éx;;b‘;‘f’)l%&ﬁ;}* °’\’\i3pféﬁ"ﬁ¢ BAF3
R RHEHB AT

SR bz A FREMEREE R R RS .

1. Everyone has the right to the protection of personal data concerning him
or her.

2. Such data must be processed fairly for specified purposes and on the
basis of the consent of the person concerned or some other legitimate basis
laid down by law. Everyone has the right of access to data which has been
collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent
authority.
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Pt BV ﬁpjﬂlﬁ} FEvRR] [%%?F[ 4 ( Data Protection Directive, 1995) ~ I']
K fiﬁ]?«}ﬁ—.] 5 (Communications Directive, 1997) - f%z%;@ilﬂ@ﬁl%?ﬁ? (E
PRy~ D) TR R ARG o BT Y o N R R LR
B 22 A=t g e o FHITR AR TR * AEEBE, (European Court of
Human Rights, ECtHR ) ﬁ'%‘%‘lﬁiﬁ%ﬁi“ﬁ%ﬁ@ﬁfj?ﬂfﬂ °
Y AR ﬁi'a’fJFffJ[‘ CRBHITIEREE 2 R riﬁ“? E!S«‘L*f“']‘i VA
bt o RS SR SR mf%ﬁﬁuﬁ 112318 % Weber and Saravia v. Germany( 2006 )
- % flfsl| ?iﬁ.]; -t (German Federal Intelligence Service ) =17 3% F“*” SIS
ol ™ BRI G P BT fER 5 3 P AR L RRRRERLE ik LB i S 1
PR > =9t o RS = T*ff]j SIS LRI IR F'i_’[i%lﬁ\[ﬁwii =

[y B ™) Ffr 4 Fd SR R AR R R TR [EfRRY TR B
A o e RL FJII,:WH TR ~ SEpg ~ JUISLS R (0 I £4658 (Bigo,

etal., 2013: 21-22; Newell, 2014: 113-14) -
FE2 7 Liberty v. UK (2008) - 1 F?éﬁ%i FR ik P ERE  T Eiﬂﬁﬁ{‘ﬁiﬁﬁﬁ
fib A - T%ﬂﬁﬁzﬁﬁ'@%ﬁ@‘ S PERAUE RN PR TR

A S Y8 F e VA A ‘"EJ??%W@ﬁfleElﬂ*fﬂtﬁﬁ/u\zE
R TRORBLE 5 (foreseeability )+ SRR i ') £ B i

C SO R E Jﬁfsﬁ?'l‘ﬁé’ffﬁﬁ@ : fﬁl B s R MOE S SIS p
o g&?ﬁéﬁgﬁmm 5=~ S ARSI s e T ﬁ%llﬁéﬁ'ﬁ'}*nﬁ?i?\"b
I AR St o o RS = 9 - e > SR e ) (et gy (Bigo,
etal., 2013: 21-22; Newell, 2014: 14-16) -

FI kL Kennedy v. UK (2010) - @YV * Ak S Hofgm 4 asallﬁi jRug
FRPAE: > R [ 22 R PVTR RO - R TR S AR O
FBSIEPTE B O S T - R RV > Sy GRS SRR TR O

1 RI-LAv2)f7] Klass and Others v. Germany (1978) ~ * Malone v. the United Kingdom (1984 ) -
5l Newell (2014:9-13) -
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BRI AR W3 > S0 BRG0S0 R PR gt
e B £ LA BRI FRABART R~ PG 8 BRSS9 - K I
IR L AETIERSAE - R IR0 (RR -  PP  Sor N
PP RELE » S IR F ST (Bigo, etal., 2013: 22:23) -
ftFpL Nada v. Switzerland (2012) -~ PFIRSTES 7555 B 2 2E151 €7 27 1267
SRR, (1999) ’“Jﬁﬁfé%’fﬁ'ﬁﬁjﬂﬁ%‘ Eﬁh"? ('Sanction Committee ) T i

| (Osama bin Laden) - Z53#i 5% (al-Qaeda) ~ I'fIfF|7 (TaliBam) fif&

&

£% ’fL VRS TP AR E[[*Ea,‘ggg, P Tﬂﬁi Fuﬂﬂffgagl Fa\m;—
(VRO ~ 2RIk 55 > HUfe >~ ARV T ) B A = Ef’fﬁ’?’“‘\ s EHCE ’?5’3 E=f3]
RURI I ot i BE PRy <RI kL e 5 PO pui s el e
BT S LI AL 41 S R B AL 7
PUA R 55, (Bigo, etal., 2013: 23-24) o

_”L

IR R
PRSI - 7@@’?, 5 (Universal Declaration of Human Right, 1948 ) 27 12
5+ BERMERLEL A A

FEp At B Tl AR el R A FERLF W 8RR L7
A e o A AR ZEGEE N EET A E

No one shall be subjected to arbitrary interference with his privacy, family,
home or correspondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against such interference
or attacks.

[FilfaRt - B 22 SNe e 1@*”@'5}; 54 5( International Covenant on Civil and Political
Rights, 1966 ) 57 17 5 §21EUE i 5L 9. S0l 3 57 LR(efpfiote > 57

2 BBt

" Sinha (2013: 51) 9] Fernando Volio V%3 F{, ICCPR 9 ;ﬁ[’ﬁl“ F‘[E[[@i_‘ %ﬁiﬁﬁﬁl¢
FORIF - APEEES o P * 7R BT 8 T 2 UL I
FRIFN  DUEESE - R LS E 4 b9t - ICCPR v R |34t FT fﬁj ﬁﬁ RPN A
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- ~FEfeA :—ﬁfi/«é S RIE AR RN A E A ERAZEE TN
B o LB 8 b 2k T o

SAAF RS R ERE ) AL KA

1. No one shall be subjected to arbitrary or unlawful interference with his
privacy, family, home or correspondence, nor to unlawful attacks on his
honour and reputation.

2. Everyone has the right to the protection of the law against such
interference or attacks.

Lo sk =1355 1992 & {151t ICCPR » PR - %;[aszli%\r,éﬁj%iﬁgjéj'?}
BTETARTT I V3L A~ AR - SRR AR IR - RS SCBEE T R T
@?ﬁlg’iéj\@ﬁ’a E%?ﬁ‘?ﬁﬁfﬁﬁ%b AR 2 A ?“.%E?} 1(Optional
Protocol to the International Covenant on Civil and Political Rights, 1966 ) - <=

F B Tk [ ’%f,[a&' M REHOTS EY %’7 ( Human Rights Committee ) ?EF[ ; [Fjﬁf ;
FIs 3 [E&[ﬁiﬂﬁ% AT BTRLE TRV RS (self-executing treaty ) - HiRLRLE
ST PR T 2 ISP NI FI T SCBR T [P (Peters, 2013;
Redmond, 2014: 740 )

Rl NSA RSB Y pUREER - kL ol ICCPR AR « SRy
L S SRR T (RO ¢ OIS L S ICCPR Elfii?‘if‘h‘irﬁf'J
1% (extraterritoriality ) ; i - iﬁiﬁzﬁu EF AL il ~ IR S5l iR
152 #= (Margulies, 2014: 2137-38) - Tfij%%ﬁjﬂ%@éj‘jz oA FFE s [

— AR E - FARRREE BB AR P o B E - B

A GG oA AR ET] o B AR B E - = -

R H B AR RGN A A R H

1. Each State Party to the present Covenant undertakes to respect and to

ensure to all individuals within its territory and subject to its jurisdiction the

rights recognized in the present Covenant, without distinction of any kind,

such as race, colour, sex, language, religion, political or other opinion,
national or social origin, property, birth or other status.

f[ @F' T ET [ﬁ puUERY (Sinha, 2013: 51-52) -

8RR TRUDs > *”JB“HL reservation ~ understandings - I’} » declarations ( Sinha, 2013:50) -
19 “ F,Idii"?“ {5kl 2491 S United States v. Verdugo- Urqwdez( 1990 X Margulies, 2014: 2137;
Milanovic, 2014 9)
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TJ%{ i 1y, Cwithin its territory ) fSL <0 E ik | (subject to its

jurisdiction ) lﬁrﬂx I #i/[llﬁli?mzo YN TR 2 e ’EW Ll T

EUEA [ > kL T ) B (UERL gﬁ;%) TP 5 B
2 Felfy I["l#li?ﬂ[jp (TR B ) o X BIZ 5 = IR (TR @uﬁ%ﬁ_

Frelfus S PP 50 ”@F” SR AR E*’“ﬁ BRI A
i (extra-territorial ) ¥ Eﬁ‘i I s > PP R R | (R gtk - =2 4
iR - Egﬂéﬁ,ﬁ;ﬁ}l IEATRESN [ﬁj ( Sinha, 2013; Milanovic, 2014; Privacy

International, Access, et al., 2014 ) -

T+ A7
o H
| s
5 L
["] B

' 2 : ICCPR pofplasetsy
i EE ) pUREIR A » AR TR B TR
jfﬁ V"EJﬁ;tﬂ_t’ﬁj[JJ ( effective control ) - EJ?E‘,IPIJF% : cli?ﬁ;é\ ks J\Jwé“’éﬁﬁj ISE-I1
@ﬁzﬁﬁjh (physical control) 5 3@ - rjjﬁf‘fjnlﬂﬁ’ﬁuﬁfﬁ [ Eﬁﬁuﬁ(wl;\:ﬁgjﬁ&
SfERglE Frgﬁﬂﬁu | (virtual control) > *4§iEEL 75248 | (remote control ) 2
ﬁﬂﬁﬁ“ﬁ ICCPR 35f# rf&j[’%J (correspondence ) i {5 ( Peters, 2013; Margulies,
2014: 2166) - RIffipd > %%F—,[as«' RS E g%bﬂcch 5V 17 Y T

16 5 Hetdifl;  (1ICCPR General Comment No. 16, 1988 ) “JFIFJ’F}“_

[

PEARFRAEL AN NER OHTHE - THF A LH B¢

J?;?KW\MHI;;OVIC (2014:7) HBFE%]EH b (agency ) ~ [ES«UT, (nationality ) ~ J‘}Bi*‘ﬂ%’![‘(location)
r 71
a ﬁ}%@%%ﬁ%&é NSA F{JH |78 i =S A = RIBEIES T s o ol %Eﬂffﬁ"i [ A S B9 ffa

Jﬂﬁ”ﬂ 1{ﬁﬁ};’ﬁ5§1§_1§\ NSA zﬂqﬂﬁ"ﬁm iR RS R UNES TR
=4 JﬁfLH@F:&f? VW Y K (Margulies, 2014: 2151) -
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Surveillance, whether electronic or otherwise, interceptions of telephonic,
telegraphic and other forms of communication, wire-tapping and recording
of conversations should be prohibited.

B ekl rj\ HApr f{ﬁ@?z’]ﬁ?j 1, (arbitrary or unlawful interference )
[ » SR LG » SRR 2R RS - Rt T 2 £l G Cjustifiable
interference ) (Sinha, 2013: 57-58) - ﬂﬂﬁﬁ’ %57 ICCPR pry_Fr R A de > —
AR YET = I SRS 122 s F I FEfE s PP B R B
GRS MV » ™ iRl TR PRI E R > S ASEOSE S TR IR
A ERPRL (Peters, 2013 )

FERE UM o PO RL R B f B 1 - R BIRL A FEf I RE e BV RLE
AV o S IFPaE > SUBNAE T L, (Five Eyes) IF# 77 (=l 2 shyfihl.
TPV~ U R R L 5 ﬂi%{ﬁﬁ%ﬁfﬁi’—éﬁ%ﬁzﬂ‘ﬁiﬁm AR
ARV A RS J‘Ji@iﬁfﬁ"fﬂﬁﬁ'ﬁﬁf@?ﬁ‘ FEI (TSR R AT
EEB s TR P (FEEL Tl Nine Eyes) ~ B!~ FEF[IR ~ S5AF -~ i
Fo~ il (FEEL T UL Fourteen Eyes) > phgf o Fubl ~ [~ R AL
(1 [E5H41 (Wikipedia, 2014b) < sFi— [IIE] NSA [iUfii4 & 2010 & i - 5t
Py PR 2 1 (Newell, 2014: 18-19)

) BRI 1] - iy e pRSC ) P B PIRLE S AN A
A ASAVEE I THIRERL 1t %%ﬁ‘,[‘}%@%ﬁdi‘J‘}WFE'%%?% (5 e R R AR OS 2

T‘«LJJ%& S BN RS ELE S5 ICCPR 3T 17 [EAr 510 T 5T 16 S 4L
The term “unlawful” means that no interference can take place except in cases enwsaged
by the law. Interference authorized by States can only take place on the basis of law, which
itself must comply with the provisions, aims and objectives of the Covenant.
2 g RRLENS IRl iy 1943 F TSV RE S BRI (SIGINT ) S5 iy BRUSA Agreement »
~vF E1 3 United Kingdom-United States of America Agreement (UKUSA) » P B3l > 7 [
P IR AR (S 1 # =5E (COMINT) jﬂ?b’%i’lﬁ‘é%ﬁﬁl (ELINT) (Wikipedia, 2014b; 2014c) -
TJ ﬁa&%%“ IJE?E‘E&ﬁfU E[ Blgo %7 (2013) ~ I') % Privacy International (2014 )
24 E T ECHELON %Eﬂ AR X BT 2R uE’ﬁiﬁ W £ W CAPPS (Computer-
Assited Passenger Pre-Screening ystem) PNR( Personal Name Records ) ~ NIK/ID( Novel Intelligence
from Massive Data) - ARDA (Advanced Research and Development Activity) -~ I']% MATRIX
( Multistate Anti-Terrorism Information Exchange ) (Bigo, et al., 2013: 8; Bedan, 2007)
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Peters (2013) #it1 > A5 TENEE (Matthews Principle®) o TREpyY < g
g BB BT T T R PO E s R T RS R AR - B
RBP4 [ R R R S SRy RRFILRLE RS P e L P
FRIE - BTy 2004 = (RO SRR EIE R R R
SR R ] B PO 5 SRR - B BT SRR S
R R B S L o TR SR SRR (R (Peters, 2013 ) ¢
[ B LRI 2 S BOIEE 27  Margulies (2014: 2137-38,
2143-48, 2153-57 ) LR E T2 '¥]1% 5 (complementarity ) fffd. » % ICCPR
BPTIRE GV 1 SR - o 2 dRITR Y 2 ’*“Jﬂ“o‘a&%ha 57 2 [Vl
o TETET ) (respect) ~ {10 ol T, (ensure) o [EIWF[[ES«'"‘ [P iy
JOE 2] - U AR B N Y e T RS T
S0 BTl PR B - R R B B S A SR FISC R

J‘}B@jﬁﬂﬁﬁ@ﬁ%ﬁf@ (pp. 2165-66) » £ [ LRL T fF A7 -

A EUF%GEEJH [ i SRR | R AR = ET\F‘% ( Obama, 2014 ) ;E‘I’%\ — Fﬁ s
UG Ml (ENT 5T 28 EFFZTT“?F" © 1 ( Presidential Policy Directive/PDD-28,
2014) - = P DEEE S (all persons) HYFRRBETET > BRE R LA 7 R
= % ICCPR E 54 1 .

In addition, our signals intelligence activities must take into account that all

persons should be treated with dignity and respect, regardless of their

nationality or wherever they might reside, and that all persons have
legitimate privacy interests in the handling of their personal information.

S RIRE I P E] - B RARAR T FHEJ FISA*[F‘, ‘A2 (President’s Review

Group on Intelligence and Communications Technologies, 2013 ) — ﬂ;E@F}%B&E&;@

=5 IFE@T TW'FTJF”?[ﬁ SRR S AR R U2 (7] Matthews v United Kingdom
(1989) -
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FLAFE] ~ kL4 AF)] (pp. 155-56)

Perhaps most important, however, is the simple and fundamental issue of
respect for personal privacy and human dignity — wherever people may
reside. The right of privacy has been recognized as a basic human right
that all nations should respect. Both Article 12 of the Universal Declaration
of Human Rights and Article 17 of the International Covenant on Civil and
Political Rights proclaim that “No one shall be subjected to arbitrary or
unlawful interference with his privacy. . . .” Although that declaration
provides little guidance about what is meant by “arbitrary or unlawful
interference,” the aspiration is clear. The United States should be a leader
in championing the protection by all nations of fundamental human rights,
including the right of privacy, which is central to human dignity.

SR LA I S ¢ O (Chap. 4) + SR b= I B0
FISA [*[91 % il E\J*ﬁ%ﬁjﬂ%ﬁd?ﬂﬂ (p.154) » F SR f’J/E'@@%ﬂﬁa%*ﬁ :
Against that background, FISA’s especially strict limitations on government
surveillance of United States persons reflects not only a respect for
individual privacy, but also—and fundamentally—a deep concern about
potential government abuse within our own political system. The special
protections for United States persons must therefore be understood as a
crucial safeguard of democratic accountability and effective
self-governance within the American political system. In light of that
history and those concerns, there is good reason for every nation to enact

special restrictions on government surveillance of those persons who
participate directly in its own system of self-governance.

PO S EBRCR! ~ 10 SRR RN TR S S T
B THYTh I FUAOREA R, (United Nations General Assembly, 2014) » 795
W B AR E R TR

FBI) 2 MPUEPRCERL AR » P PR RO P T
R > SRR SR A S SRR AT 5 (republicanism ) g
T*F’T—%’i?‘—.}ﬁ (social contract) = fiyf > " AREHVZEL G BT Yrb G pugl 4 &
B0 TRLPET L TS BV 2 S (Milanovic, 2014: 21 o SR
BRAPC S AR Th P B~ 0 5T (IR (RRA AR - PRI g R
FIFR BEERSE (BT F R LR RS AR 0T CF 1) gkl

S Pk A (Redmond, 2014; Milanovic, 2014; Mihr, 2013 )

" SRLG B~ TS FYY T AT 16 BE- AETEEGL, (1988) 0 MALTRMLD -
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9C%8B%E6%86%B2%E6%B3%95%E 7%AC%ACYES%IB%IBY%E4%BF%A
E%E6%AD%A3%EG%AL1%88 ) (2014/6/4 ) -

i @E{Fél 5 » 1948 (http://lwww.un.org/zh/documents/udhr/) (2014/6/4) -

TPV S AT 5Y 5 0 1950 ( http://www.cahr.org.tw/lawdan_detail.php?nid=105 )

(2014/6/4) -
A Bﬁ?fﬁ@ﬂj[ﬁﬁ'ﬁﬁ%‘? #45 1966 (http://www.un.org/chinese/hr/issue/ccpr.htm )
(2014/6/4) -

T &y fH §L¢@ﬂj%§ﬁ’| 70 2009 ( http://www.hrp.scu.edu.tw/library/literature/entry.

jsp?id=1236571265852-bdbe8all-3085-4049-8168-2129a906421b )( 2014/6/6 )-
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